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QUESTION 1

A penetration tester was able to compromise a web server and move laterally into a Linux web server. The tester now
wants to determine the identity of the last user who signed in to the web server. Which of the following log files will
show 

this activity? 

A. /var/log/messages 

B. /var/log/last_user 

C. /var/log/user_log 

D. /var/log/lastlog 

Correct Answer: D 

The /var/log/lastlog file is a log file that stores information about the last user to sign in to the server. This file stores
information such as the username, IP address, and timestamp of the last user to sign in to the server. It can be used by
a penetration tester to determine the identity of the last user who signed in to the web server, which can be helpful in
identifying the user who may have set up the backdoors and other malicious activities. 

 

QUESTION 2

Which of the following would MOST likely be included in the final report of a static application-security test that was
written with a team of application developers as the intended audience? 

A. Executive summary of the penetration-testing methods used 

B. Bill of materials including supplies, subcontracts, and costs incurred during assessment 

C. Quantitative impact assessments given a successful software compromise 

D. Code context for instances of unsafe type-casting operations 

Correct Answer: D 

 

QUESTION 3

A penetration tester runs the following command on a system: 

find / -user root -perm -4000 -print 2>/dev/null 

Which of the following is the tester trying to accomplish? 

A. Set the SGID on all files in the / directory 

B. Find the /root directory on the system 

C. Find files with the SUID bit set 
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D. Find files that were created during exploitation and move them to /dev/null 

Correct Answer: C 

the 2>/dev/null is output redirection, it simply sends all the error messages to infinity and beyond preventing any error
messages to appear in the terminal session. 

 

QUESTION 4

Which of the following tools would be BEST suited to perform a manual web application security assessment? (Choose
two.) 

A. OWASP ZAP 

B. Nmap 

C. Nessus 

D. BeEF 

E. Hydra 

F. Burp Suite 

Correct Answer: AF 

 

QUESTION 5

During a penetration test, a tester is in close proximity to a corporate mobile device belonging to a network administrator
that is broadcasting Bluetooth frames. 

Which of the following is an example of a Bluesnarfing attack that the penetration tester can perform? 

A. Sniff and then crack the WPS PIN on an associated WiFi device. 

B. Dump the user address book on the device. 

C. Break a connection between two Bluetooth devices. 

D. Transmit text messages to the device. 

Correct Answer: B 

Bluesnarfing is the unauthorized access of information from a wireless device through a Bluetooth connection, often
between phones, desktops, laptops, and PDAs. This allows access to calendars, contact lists, emails and text
messages, and on some phones, users can copy pictures and private videos. 
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