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QUESTION 1

After running the enum4linux.pl command, a penetration tester received the following output: 

Which of the following commands should the penetration tester run NEXT? 

A. smbspool //192.160.100.56/print$ 

B. net rpc share-S 192.168.100.56-U \\'\\' 

C. smbget //192.168.100.56/web-U \\'\\' 

D. smbclient //192.168.100.56/web-U \\'\\'-N 

Correct Answer: D 

A vulnerability scan is a type of assessment that helps to identify vulnerabilities in a network or system. It scans systems
for potential vulnerabilities, misconfigurations, and outdated software. Based on the output from a vulnerability scan, a
penetration tester can identify vulnerabilities that may be exploited to gain access to a system. In this scenario, the
output from the penetration testing tool shows that 100 hosts contained findings due to improper patch management.
This indicates that the vulnerability scan detected vulnerabilities that could have been prevented through proper patch
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management. Therefore, the most likely test performed by the penetration tester is a vulnerability scan. 

 

QUESTION 2

Place each of the following passwords in order of complexity from least complex (1) to most complex (4), based on the
character sets represented Each password may be used only once. 

Select and Place: 

Correct Answer:  
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QUESTION 3

A red team completed an engagement and provided the following example in the report to describe how the team
gained access to a web server: 

x\\' OR role LIKE \\'%admin% 

Which of the following should be recommended to remediate this vulnerability? 

A. Multifactor authentication 

B. Encrypted communications 

C. Secure software development life cycle 

D. Parameterized queries 

Correct Answer: D 

 

QUESTION 4

Performing a penetration test against an environment with SCADA devices brings additional safety risk because the: 

A. devices produce more heat and consume more power. 

B. devices are obsolete and are no longer available for replacement. 
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C. protocols are more difficult to understand. 

D. devices may cause physical world effects. 

Correct Answer: D 

"A significant issue identified by Wiberg is that using active network scanners, such as Nmap, presents a weakness
when attempting port recognition or service detection on SCADA devices. Wiberg states that active tools such as Nmap
can use unusual TCP segment data to try and find available ports. Furthermore, they can open a massive amount of
connections with a specific SCADA device but then fail to close them gracefully." And since SCADA and ICS devices
are designed and implemented with little attention having been paid to the operational security of these devices and
their ability to handle errors or unexpected events, the presence idle open connections may result into errors that cannot
be handled by the devices. Reference: https://www.hindawi.com/journals/scn/2018/3794603/ 

 

QUESTION 5

A company provided the following network scope for a penetration test: 169.137.1.0/24 221.10.1.0/24 149.14.1.0/24 A
penetration tester discovered a remote command injection on IP address 149.14.1.24 and exploited the system. Later,
the tester learned that this particular IP address belongs to a third party. Which of the following stakeholders is 

responsible for this mistake? 

A. The company that requested the penetration test 

B. The penetration testing company 

C. The target host\\'s owner 

D. The penetration tester 

E. The subcontractor supporting the test 

Correct Answer: A 
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