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QUESTION 1

A company performed an annual penetration test of its environment. In addition to several new findings, all of the
previously identified findings persisted on the latest report. 

Which of the following is the MOST likely reason? 

A. Infrastructure is being replaced with similar hardware and software. 

B. Systems administrators are applying the wrong patches. 

C. The organization is not taking action to remediate identified findings. 

D. The penetration testing tools were misconfigured. 

Correct Answer: C 

 

 

QUESTION 2

A penetration tester is attempting to scan a legacy web application using the scanner\\'s default scan settings. The
scans continually result in the application becoming unresponsive. Which of the following can help to alleviate this
issue? 

A. Packet shaping 

B. Flow control 

C. Bandwidth limits 

D. Query throttling 

Correct Answer: A 

 

 

QUESTION 3

A malicious user wants to perform an MITM attack on a computer. The computer network configuration is given below: 

IP: 192.168.1.20 NETMASK: 255.255.255.0 DEFAULT GATEWAY: 192.168.1.254 DHCP: 192.168.1.253 DNS:
192.168.10.10, 192.168.20.10 

Which of the following commands should the malicious user execute to perform the MITM attack? 

A. arpspoof -c both -r -t 192.168.1.1 192.168.1.20 

B. arpspoof -t 192.168.1.20 192.168.1.254 

C. arpspoof -c both -t 192.168.1.20 192.168.1.253 
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D. arpspoof -r -t 192 .168.1.253 192.168.1.20 

Correct Answer: B 

Reference: https://www.hackers-arise.com/single-post/2017/07/25/Man-the-Middle-MiTM- Attack-with-ARPspoofing 

 

QUESTION 4

A penetration tester observes that several high numbered ports are listening on a public web server. However, the
system owner says the application only uses port 443. Which of the following would be BEST to recommend? 

A. Transition the application to another port 

B. Filter port 443 to specific IP addresses 

C. Implement a web application firewall 

D. Disable unneeded services. 

Correct Answer: D 

 

QUESTION 5

Which of the following commands starts the Metasploit database? 

A. msfconsole 

B. workspace 

C. msfvenom 

D. db_init 

E. db_connect 

Correct Answer: A 

References: https://www.offensive-security.com/metasploit-unleashed/msfconsole/ 
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