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QUESTION 1

A single VM runs a web server and a DNS server A separate VM needs to access the DNS server, but is 

not allowed to access the web server. 

What network control functionality is necessary to enforce this security posture? 

A. can use a Palo Alto Networks NGFW for this requirement, but not a port filter firewall. 

B. can use either a Palo Alto Networks NGFW or a port filler firewall for this requirement. 

C. can use a port filter firewall for this requirement but not the Palo Alto Networks NGFW. 

D. can use a specialized VM with advanced threat protection for this requirement 

Correct Answer: C 

 

 

QUESTION 2

Which three criteria are required to deploy VM-Series firewalls in High Availability? (Choose three) 

A. deployed on same type of hypervisor 

B. allocate identical CPU cores and network interfaces 

C. assigned identical licenses and subscriptions 

D. deployed on a different host 

E. configured asymmetric routing 

Correct Answer: ABC 

In an HA configuration on the VM-Series firewalls, both peers must be deployed on the same type of hypervisor, have
identical hardware resources (such as CPU cores/network interfaces) assigned to them, and have the set same of
licenses/subscriptions. 

https://docs.paloaltonetworks.com/vm-series/9-0/vm-series-deployment/about-the-vm-series-firewall/vmseries-in-high-
availability.html 

 

QUESTION 3

In PAN-OS, which three NSX features can be pushed from Panorama? (Choose three) 

A. user IP mappings 

B. steering rules 
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C. multiple authorization codes 

D. security group assignments of VMs 

E. security groups 

Correct Answer: ACE 

 

 

QUESTION 4

Which configuration is requiredto share NSX security groups as tags to be used by Dynamic Address Groups in a non-
NSX firewall? 

A. notify device groups within VMware Services Manager 

B. a User-ID agent on a Windows domain server 

C. VMware Information Sources 

D. none, sharing happens by default 

Correct Answer: B 

 

QUESTION 5

Which protocol is used by VMware to encapsulate packets in NSX? 

A. VRLAN 

B. VXLAN 

C. GRE 

D. VMLAN 

Correct Answer: B 
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