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QUESTION 1

A customer is looking for an analytics tool that uses the logs on the firewall to detect actionable events on the network.
They require something to automatically process a series of related threat events that, when combined, indicate a likely
compromised host on their network or some other higher level conclusion. They need to pinpoint the area of risk, such
as compromised hosts on the network, allows you to assess the risk and take action to prevent exploitation of network
resources. 

Which feature of PAN-OS can you talk about to address their requirement to optimize their business outcomes? 

A. The Automated Correlation Engine 

B. Cortex XDR and Cortex Data Lake 

C. WildFire with API calls for automation 

D. 3rd Party SIEM which can ingest NGFW logs and perform event correlation 

Correct Answer: A 

Reference: https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/monitoring/use-the-automated-correlation-
engine.html 

 

QUESTION 2

A company has deployed the following 

1. 

VM-300 firewalls in AWS 

2. 

endpoint protection with the Traps Management Service 

3. 

a Panorama M-200 for managing its VM-Series firewalls 

4. 

PA-5220s for its internet perimeter, 

5. 

Prisma SaaS for SaaS security. 

Which two products can send logs to the Cortex Data Lake? (Choose two). 

A. Prisma SaaS 

B. Traps Management Service 
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C. VM-300 firewalls 

D. Panorama M-200 appliance 

Correct Answer: CD 

 

 

QUESTION 3

Which two components must be configured within User-ID on a new firewall that has been implemented? (Choose two.) 

A. User Mapping 

B. Proxy Authentication 

C. Group Mapping 

D. 802.1X Authentication 

Correct Answer: AC 

https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/user-id/enable-user-id 

 

QUESTION 4

Which built-in feature of PAN-OS allows the NGFW administrator to create a policy that provides autoremediation for
anomalous user behavior and malicious activity while maintaining user visibility? 

A. Dynamic user groups (DUGS) 

B. tagging groups 

C. remote device User-ID groups 

D. dynamic address groups (DAGs) 

Correct Answer: A 

 

QUESTION 5

Which two types of security chains are supported by the Decryption Broker? (Choose two.) 

A. virtual wire 

B. transparent bridge 

C. Layer 3 

D. Layer 2 
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Correct Answer: BC 

https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/decryption/decryption-broker/decryption-broker-
concepts/decryption-broker-security-chains-multiple.html 
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