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QUESTION 1

A network covers three geographical areas: Americas, Europe (EMEA), and Asia (APAC). The APAC 

segment of the network consists of nine HA pairs of PA-3060 firewalls, generating a combined log output K 

logs per second. 

Only 14 days of traffic log retention is required. 

Which management and logging solution will be effective and cost-efficient for this segment of the network? 

A. Two M-500s in HA management at the global level, with one M-100 with 4 TB of storage for APAC 

B. Two M-500s in HA management at the global level, and one log collector-mode M-500 with 8 TB of storage for
APAC 

C. Two M-500s in HA management at the global level, and two log collector-mode M-500s in a log collector group with
16 TB of storage for APAC 

D. Two Dual-mode M-500s in HA for both global management and storage. Each M-500 has 8 TB of storage 

Correct Answer: C 

 

 

QUESTION 2

Which certificate can be used to ensure that traffic coming from a specific server remains encrypted? 

A. Forward entrust 

B. SSL exclude certificate 

C. Forward trust 

D. SSL inbound inspection 
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Correct Answer: B 

Explanation: https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface-help/device/ device-
certificatemanagement-ssl-decryption-exclusion 

 

QUESTION 3

A client chooses to not block uncategorized websites. 

Which two additions should be made to help provide some protection? (Choose two.) 

A. A security policy rule using only known URL categories with the action set to allow 

B. A file blocking profile to security policy rules that allow uncategorized websites to help reduce the risk of drive by
downloads 

C. A URL filtering profile with the action set to continue for unknown URL categories to security policy rules that allow
web access 

D. A data filtering profile with a custom data pattern to security policy rules that deny uncategorized websites 

Correct Answer: AC 

 

 

QUESTION 4

Palo Alto Networks publishes updated Command and Control signatures. How frequently should the related signatures
schedule be set? 

A. Once an hour 

B. Once every minute 

C. Once a week 

D. Once a day 

Correct Answer: D 

 

 

QUESTION 5

Which four steps of the cyberattack lifecycle dose the Palo Alto Networks platform present? (Choose four) 

A. Breach the perimeter 

B. Exfiltrate data 

C. Weaponries vulnerabilities 
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D. Deliver the malware 

E. Recon the target 

F. Lateral movement 

Correct Answer: ABDF 
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