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QUESTION 1

In a scenario that macOS Traps logs failed to be uploaded to the forensic folder, where will the user on the macOS host
be able to find to collected logs? 

A. /ProgramData/Cyvera/Logs 

B. /ProgramData/Cyvera/Everyone/Temp 

C. /Library/Application Support/Cyvera/BITS Uploads/ 

D. /Library/Application Support/PaloAltoNetworks/Traps/Upload/ 

Correct Answer: D 

 

QUESTION 2

A retail company just purchased Traps for its 8,000 endpoints. Many of its users work remotely. The company is not
using any VPN solution, but would still like to manage all endpoints regardless where they are. Which two aspects
should be part of the recommendation? (Choose two.) 

A. As each ESM Core server can handle up to 30,000 endpoints, use at least 1 ESM Core server internally and 1 ESM
core server in the DMZ for external endpoints. 

B. Placing an ESM Core server in the DMZ or in a cloud hosting service allows external endpoints to connect to it, even
without a VPN client. 

C. Protection for remote endpoints is currently not supported. Since the ESM servers can only be installed in an internal
network, endpoints without VPN will not be able to connect to it. 

D. If there is no connection to the ESM Core server, Traps agents automatically connect to WildFire and endpoints are
fully protected. No additional ESM Core servers are needed. 

Correct Answer: AB 

 

QUESTION 3

There are two custom policy rules in ESM Console. Policy rule number 1000 turns ROP off for winword.exe. Policy rule
number 1001 turns ROP on for winword.exe What is the ROP module status for winword.exe? 

A. Due to the collision in the policy rules, ROP is enabled in notification mode. 

B. The lower numbered policy rule takes precedence. ROP is off for winword.exe 

C. The higher numbered policy rule takes precedence. ROP is on for winword.exe 

D. The default policy rule takes precedence over both policy rules 1000 and 1001 and disables ROP for winword.exe 

Correct Answer: B 
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QUESTION 4

Which software category is most likely to cause a conflict with the Traps agent? 

A. Exploit prevention software 

B. Web browser software 

C. Web meeting and collaboration software 

D. Full disk encryption software 

Correct Answer: A 

 

QUESTION 5

The administrator has added the following whitelist to the WildFire Executable Files policy. 

*\mysoftware.exe 

What will be the result of this whitelist? 

A. users will not be able to run mysoftware.exe. 

B. mysoftware.exe will be uploaded to WildFire for analysis 

C. mysoftware.exe will not be analyzed by WildFire regardless of the file location. 

D. mysoftware.exe will not be analyzed by WildFire, but only if executed from the C drive. 

Correct Answer: B 
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