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QUESTION 1

Which two items are stitched to the Cortex XDR causality chain\\'\\' (Choose two) 

A. firewall alert 

B. SIEM alert 

C. full URL 

D. registry set value 

Correct Answer: AD 

 

QUESTION 2

Which two log types should be configuredfor firewall forwarding to the Cortex Data Lake for use by Cortex
XDR?(Choose two) 

A. Security Event 

B. HIP 

C. Correlation 

D. Analytics 

Correct Answer: AD 

 

QUESTION 3

An administrator of a Cortex XDR protected production environment would like to test its ability to protect users from a
known flash player exploit. 

What is the safest way to do it? 

A. The administrator should attach a copy of the weapomzed flash file to an email, send the email to a selected group of
employees, and monitor the Events tab on the Cortex XDR console 

B. The administrator should use the Cortex XDR tray icon to confirm his corporate laptop is fully protected then open the
weaponized flash file on his machine, and monitor the Events tab on the Cortex XDR console. 

C. The administrator should create a non-production Cortex XDR test environment that accurately represents the
production environment, introduce the weaponized flash file, and monitor the Events tab on the Cortex XDR console. 

D. The administrator should place a copy of the weaponized flash file on several USB drives, scatter them around the
office and monitor the Events tab on the Cortex XDR console 

Correct Answer: A 
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QUESTION 4

The certificate used for decryption was installed as a trusted root CA certificate to ensure communication between the
Cortex XDR Agent and Cortex XDR Management Console What action needs to be taken if the administrator
determines the Cortex XDR Agents are not communicating with the Cortex XDR Management Console? 

A. add paloaltonetworks com to the SSL Decryption Exclusion list 

B. enable SSL decryption 

C. disable SSL decryption 

D. reinstall the root CA certificate 

Correct Answer: D 

 

QUESTION 5

How do sub-playbooks affect the Incident Context Data? 

A. When set to private, task outputs do not automatically get written to the root context 

B. When set to private, task outputs automatically get written to the root context 

C. When set to global, allows parallel task execution. 

D. When set to global, sub-playbook tasks do not have access to the root context 

Correct Answer: D 
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