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QUESTION 1

A customer wants to make it convenient for their mobile workforce to access a CRM web interface that is hosted on
Google Cloud Platform (GCP). The CRM can only be accessed by someone on the corporate network. The customer
wants to make it available over the internet. Your team requires an authentication layer in front of the application that
supports two-factor authentication

Which GCP product should the customer implement to meet these requirements?

A. Cloud Identity-Aware Proxy

B. Cloud Armor

C. Cloud Endpoints

D. Cloud VPN

Correct Answer: A

Cloud IAP is integrated with Google Sign-in which Multi-factor authentication can be enabled.
https://cloud.google.com/iap/docs/concepts-overview

QUESTION 2

A database administrator notices malicious activities within their Cloud SQL instance. The database administrator wants
to monitor the API calls that read the configuration or metadata of resources. Which logs should the database
administrator review?

A. Admin Activity

B. System Event

C. Access Transparency

D. Data Access

Correct Answer: D

https://cloud.google.com/logging/docs/audit/#data-access "Data Access audit logs contain API calls that read the

configuration or metadata of resources, as well as user-driven API calls that create, modify, or read user-provided
resource data.”

QUESTION 3

You are onboarding new users into Cloud Identity and discover that some users have created consumer user accounts
using the corporate domain name. How should you manage these consumer user accounts with Cloud Identity?

A. Use Google Cloud Directory Sync to convert the unmanaged user accounts.

B. Create a new managed user account for each consumer user account.
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C. Use the transfer tool for unmanaged user accounts.

D. Configure single sign-on using a customer\\'s third-party provider.
Correct Answer: C
https://support.google.com/a/answer/61786407?hl=en

The transfer tool enables you to see what unmanaged users exist, and then invite those unmanaged users to the
domain.

QUESTION 4

You are a member of your company\\'s security team. You have been asked to reduce your Linux bastion host external
attack surface by removing all public IP addresses. Site Reliability Engineers (SRES) require access to the bastion host
from public locations so they can access the internal VPC while off-site. How should you enable this access?

A. Implement Cloud VPN for the region where the bastion host lives.

B. Implement OS Login with 2-step verification for the bastion host.

C. Implement Identity-Aware Proxy TCP forwarding for the bastion host.

D. Implement Google Cloud Armor in front of the bastion host.

Correct Answer: C

Reference: https://cloud.google.com/architecture/building-internet-connectivity-for-private-vms

https://cloud.google.com/architecture/building-internet-connectivity-for-private-
vms#configuring_iap_tunnels_for_interacting_with_instances

QUESTION 5

An organization is evaluating the use of Google Cloud Platform (GCP) for certain IT workloads. A well- established
directory service is used to manage user identities and lifecycle management. This directory service must continue for
the organization to use as the "source of truth" directory for identities.

Which solution meets the organization\\'s requirements?

A. Google Cloud Directory Sync (GCDS)

B. Cloud Identity

C. Security Assertion Markup Language (SAML)

D. Pub/Sub

Correct Answer: A

With Google Cloud Directory Sync (GCDS), you can synchronize the data in your Google Account with your Microsoft
Active Directory or LDAP server. GCDS doesn\\'t migrate any content (such as email messages, calendar events, or

files) to your Google Account. You use GCDS to synchronize your Google users, groups, and shared contacts to match
the information in your LDAP server. https://support.google.com/a/answer/106368?hl=en
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