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QUESTION 1

Which two settings can be configured only locally on the firewall and not pushed from a Panorama template or template
stack? (Choose two)

A. HA1 IP Address

B. Network Interface Type
C. Master Key

D. Zone Protection Profile

Correct Answer: AB

QUESTION 2

A company wants to install a PA-3060 firewall between two core switches on a VLAN trunk link. They need to assign
each VLAN to its own zone and to assign untagged (native) traffic to its own zone, which options differentiates multiple
VLAN into separate zones?

A. Create VLAN obijects for each VLAN and assign VLAN interfaces matching each VLAN ID. Repeat for every
additional VLANand use a VLAN ID of 0 for untagged traffic. Assign each interface/subinterface to a unique zone.

B. Create V-Wire objects with two V-Wire sub interface and assign only a single VLAN ID to the "Tag Allowed field one
of the V-Wire object Repeat for every additional VLAN and use a VIAN ID of 0 for untagged traffic. Assign each
interface/ subinterfaceto a unique zone.

C. Create V-Wire objects with two V-Wire interfaces and define a range "0- 4096" in the \'Tag Allowed filed of the V-
Wire object.

D. Create Layer 3 sub interfaces that are each assigned to a single VLAN ID and a common virtual router. The physical
Layer 3interface would handle untagged traffic. Assign each interface /subinterface to a unique zone. Do not assign any
interface anlP address

Correct Answer: C

QUESTION 3

A company is upgrading its existing Palo Alto Networks firewall from version 7.0.1 to 7.0.4.

Which three methods can the firewall administrator use to install PAN-OS 8.0.4 across the enterprise?( Choose three)
A. Download PAN-OS 8.0.4 files from the support site and install them on each firewall after manually uploading.

B. Download PAN-OS 8.0.4 to a USB drive and the firewall will automatically update after the USB drive is inserted in
the firewall.

C. Push the PAN-OS 8.0.4 updates from the support site to install on each firewall.
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D. Push the PAN-OS 8.0.4 update from one firewall to all of the other remaining after updating one firewall.
E. Download and install PAN-OS 8.0.4 directly on each firewall.
F. Download and push PAN-OS 8.0.4 from Panorama to each firewall.

Correct Answer: ACF

QUESTION 4

Which two logs on the firewall will contain authentication-related information useful for troubleshooting purpose (Choose
two)

A. ms.log

B. traffic.log

C. system.log

D. dp-monitor.log
E. authd.log

Correct Answer: CE

QUESTION 5

The firewall identifies a popular application as an unknown-tcp. Which two options are available to identify the
application? (Choose two.)

A. Create a custom application.

B. Create a custom object for the custom application server to identify the custom application.
C. Submit an Apple-ID request to Palo Alto Networks.

D. Create a Security policy to identify the custom application.

Correct Answer: AB

Reference: https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/app-id/use- application-objects-in-
policy/create-a- custom-application
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