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QUESTION 1

A company hosts a publically accessible web server behind a Palo Alto Networks next generation firewall with the
following configuration information. Users outside the company are in the "Untrust-L3" zone The web server physically
resides in the "Trust-L3" zone. Web server public IP address: 23.54.6.10 Web server private IP address: 192.168.1.10

Which two items must be NAT policy contain to allow users in the untrust-L3 zone to access the web server? (Choose
two)

A. Untrust-L3 for both Source and Destination zone

B. Destination IP of 192.168.1.10

C. Untrust-L3 for Source Zone and Trust-L3 for Destination Zone
D. Destination IP of 23.54.6.10

Correct Answer: CD

QUESTION 2

The administrator has enabled BGP on a virtual router on the Palo Alto Networks NGFW, but new routes do not seem to
be populating the virtual router. Which two options would help the administrator troubleshoot this issue? (Choose two.)

A. View the System logs and look for the error messages about BGP.

B. Perform a traffic pcap on the NGFW to see any BGP problems.

C. View the Runtime Stats and look for problems with BGP configuration.
D. View the ACC tab to isolate routing issues.

Correct Answer: CD

QUESTION 3

Which User-ID method maps IP address to usernames for users connecting through a web proxy that has already
authenticated the user?

A. Client Probing
B. Port mapping
C. Server monitoring

D. Syslog listening
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Correct Answer: D

QUESTION 4

Which feature can provide NGFWs with User-ID mapping information?
A. Web Captcha

B. Native 802.1q authentication

C. GlobalProtect

D. Native 802.1x authentication

Correct Answer: C

QUESTION 5

A firewall administrator has completed most of the steps required to provision a standalone Palo Alto Networks Next-
Generation Firewall. As a final step, the administrator wants to test one of the security policies. Which CLI command
syntax will display the rule that matches the test?

A. test security -policy- match source destination destination port protocol
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