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QUESTION 1

When is the content inspection performed in the packet flow process?
A. after the SSL Proxy re-encrypts the packet

B. before the packet forwarding process

C. after the application has been identified

D. before session lookup

Correct Answer: C

QUESTION 2

Refer to the exhibit.

DST NAT: 1.1.1.100 to 10.1.1.100 —]

Untrust-L3 Trust-L3

T L~
{ S w—" g ——— i
1.1.1.250 | 1.1.1.100/24 &

Elia

192.168.1.0/24

10041 1,100

A web server in the DMZ is being mapped to a public address through DNAT. Which Security policy rule will allow traffic
to flow to the web server?

A. Untrust (any) to Untrust (10. 1.1. 100), web browsing -Allow
B. Untrust (any) to Untrust (1. 1. 1. 100), web browsing -Allow
C. Untrust (any) to DMZ (1. 1. 1. 100), web browsing -Allow
D. Untrust (any) to DMZ (10. 1. 1. 100), web browsing -Allow

Correct Answer: B
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QUESTION 3

The firewall identified a popular application as a unknown-tcp. Which options are available to identify the application?
(Choose two.)

A. Create a Security policy to identify the customer application.

B. Create a customer object for the customer application server to identify the custom application.
C. Submit an App-ID request to Palo Alto Networks.

D. Create a custom application.

Correct Answer: BD

QUESTION 4
An administrator wants multiple web servers in the DMZ to receive connections from the internet. Traffic destined for

206.15.22.9 port 80/TCP needs to be forwarded to the server at 10 1.22 Based on the information shown in the age,
which NAT rule will forward web-browsing traffic correctly?
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FIREWALL Settings

el/1: Zone - Internet, IP - 206.15,22.9
206,15.22.10
206,1522.11

el/4: Zone- DMZ IP - 10.1.1.1/24

Firewall

SERVER 1 Settings
Ethernet Adapter 1: 10.1.1.22/24
Gateway: 10.1.1.1

SERVER 2 Settings
Ethernet Adapter 1: 10.1.1.23/24
Gateway: 10.1.1.1

Source IP: Any

Destination IP: 286.15.22.9
Source Zone: Internet
Destination Zone: DMZ
Destimation Service: 88/TCP
Action: Destination NAT
Translated IP: 18.2.2.23
Translated Port: 53/UDP

Source IP: Any

Destinatlion IP: 206.15.22.9
Source Zone: Interpet
Destination Zone: DMZ
Destination Service: B@/TCP
Action: Destination NAT
Translated TPF: 18.3.2 13
Translated Port: 53/UDP

Source IP: Any

Destination IP: 2086.15.22.9
Source Zone: Internet
Destination Zone: Internet
Destination Service: BO/TCP
Action: Destination NAT
Translated IP: 10.1.1.22
Translated Port: None

Source IP: Any

Destination IP: 286.15.22.9
Source Zone: Internet
Destination Zone: DMZ
Destination Service: B88/TCP
Action: Destination NAT
Translated IP: 1@.1.1.22
Translated Port: 88/TCP

Source IP: Any

Destination IP: 206.15.22.9
Source Zone: Internet
Destination Zone: Internet
Destination Service: 8@/TCP
Action: Destination NAT
Translated IP: 10.1.1.22
Translated Port: 53/UDP
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A.B.C.D.

Correct Answer: A

QUESTION 5

Which version of Global Protect supports split tunneling based on destination domain, client process, and HTTP/HTTPs
video streaming application?

A. Glovbalprotect version 4.0 with PAn-OS 8.0
B. Glovbalprotect version 4.1 with PAn-OS 8.1
C. Glovbalprotect version 4.0 with PAn-OS 8.1
D. Glovbalprotect version 4.1 with PAn-OS 8.0

Correct Answer: C
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