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QUESTION 1

An administrator has been asked to configure active/passive HA for a pair of Palo Alto Networks NGFWs. The
administrator assigns priority 100 to the active firewall. 

Which priority is collect tot the passive firewall? 

A. 0 

B. 1 

C. 90 

D. 255 

Correct Answer: D 

 

QUESTION 2

When a malware-infected host attempts to resolve a known command-and-control server, the traffic matches a security
policy with DNS sinhole enabled, generating a traffic log. What will be the destination IP Address in that log entry? 

A. The IP Address of sinkhole.paloaltonetworks.com 

B. The IP Address of the command-and-control server 

C. The IP Address specified in the sinkhole configuration 

D. The IP Address of one of the external DNS servers identified in the anti-spyware database 

Correct Answer: C 

https://live.paloaltonetworks.com/t5/Management-Articles/How-to-Verify-DNS-Sinkhole-Function-is-Working/ta-p/65864 

 

QUESTION 3

An administrator has been asked to configure active/active HA for a pair of Palo Alto Networks NGFWs. The firewalls
use layer 3 interface to send traffic to a single gateway IP for the pair. 

Which configuration will enable this HA scenario? 

A. The firewall do not use floating IPs in active/active HA. 

B. The two firewalls will share a single floating IP and will use gratuitous ARP to share the floating IP. 

C. The firewalls will share the same interface IP address, and device 1 will use the floating IP if device 0 fails. 

D. Each firewall will have a separate floating IP. and priority will determine which firewall has the primary IP. 

Correct Answer: D 
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QUESTION 4

The administrator has enabled BGP on a virtual router on the Palo Alto Networks NGFW, but new routes do not seem to
be populating the virtual router. 

Which two options would help the administrator Troubleshoot this issue? (Choose two.) 

A. Perform a traffic pcap on the NGFW lo see any BGP problems 

B. View the System logs and look for error messages about BGP 

C. View the Runtime Stats and look for problems with BGP configuration 

D. View the ACC lab to isolate routing issues. 

Correct Answer: CD 

 

QUESTION 5

What should an administrator consider when planning to revert Panorama to a pre-PAN-OS 8.1 version? 

A. When Panorama is reverted to an earlier PAN-OS release, variable used in template stacks will be removed
authentically. 

B. Panorama cannot be reverted to an earlier PAN-OS release if variables are used in templates or stacks. 

C. An administrator must use the Expedition tool to adapt the configuration to the pre-pan-OS 8.1 state. 

D. Administrators need to manually update variable characters to those to used in pre-PAN-OS 8.1. 

Correct Answer: B 
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