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QUESTION 1

Which option would an administrator choose to define the certificate and protocol that Panorama and its managed
devices use for SSL/TLSservices?

A. Configure a Decryption Profile and select SSL/TLS services.

B. Set up SSL/TLS under Polices >Service/lURL Category>Service.
C. Set up Security policy rule to allow SSL communication.

D. Configure an SSL/TLS Profile.

Correct Answer: D

QUESTION 2

Refer to the exhibit.

lDST NAT: 1.1.1.100 10 10.1.1.100 —I

Untrust-L3 Trust«L3
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{ S w—" g ———
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192.168.1.0/24

10041 1,100

A web server in the DMZ is being mapped to a public address through DNAT. Which Security policy rule will allow traffic
to flow to the web server?

A. Untrust (any) to Untrust (10. 1.1. 100), web browsing -Allow
B. Untrust (any) to Untrust (1. 1. 1. 100), web browsing -Allow
C. Untrust (any) to DMZ (1. 1. 1. 100), web browsing -Allow
D. Untrust (any) to DMZ (10. 1. 1. 100), web browsing -Allow

Correct Answer: B
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QUESTION 3

Which two methods can be used to verify firewall connectivity to Autofocus? (Choose two. )
A. Check the WebUI Dashboard Autofocus widget

B. Check for WildFire forwarding logs.

C. Verify AutoFocus is enabled below Device Management tab

D. Verify AutoFocus status using the CLI "test"command.

E. Check the license

Correct Answer: AE

QUESTION 4

Which two action would be part of an automatic solution that would block sites with untrusted certificates without
enabling SSL forward proxy? (Choose two.)

A. Configure an EDL to pull IP Addresses of known sites resolved from a CRL.
B. Create a Security Policy rule with vulnerability Security Profile attached.

C. Create a no-decrypt Decryption Policy rule.

D. Enable the "Block seasons with untrusted Issuers- setting.

E. Configure a Dynamic Address Group for untrusted sites.

Correct Answer: BD

QUESTION 5

VPN traffic intended for an administrator\\'s Palo Alto Networks NGfW is being maliciously intercepted and retransmitted
by the interceptor. When Creating a VPN tunnel, which protection profile cm be enabled to prevent this malicious
behavior?

A. zone Protection

B. Web Application

C. DoS Protection

D. Replay

Correct Answer: A
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