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QUESTION 1

An administrator notices that protection is needed for traffic within the network due to malicious lateral movement
activity. Based on the image shown, which traffic would the administrator need to monitor and block to mitigate the
malicious activity? 

A. branch office traffic 

B. north-south traffic 

C. perimeter traffic 

D. east-west traffic 
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Correct Answer: D 

 

QUESTION 2

Access to which feature requires PAN-OS Filtering licens? 

A. PAN-DB database 

B. URL external dynamic lists 

C. Custom URL categories 

D. DNS Security 

Correct Answer: A 

Reference:https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/getting- started/activate-licenses-and-
subscriptions.html 

 

QUESTION 3

Which three types of entries can be excluded from an external dynamic list? (Choose three.) 

A. IP addresses 

B. Applications 

C. User-ID 

D. Domains 

E. URLs 

Correct Answer: ADE 

Reference: https://docs.servicenow.com/en-US/bundle/utah-security-management/page/product/secops-integration-
paloalto-ngfw/reference/paloalto_supported_edls.html 

 

QUESTION 4

Which type of address object is "10 5 1 1/0 127 248 2"? 

A. IP subnet 

B. IP wildcard mask 

C. IP netmask 

D. IP range 

Correct Answer: B 
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QUESTION 5

Where in Panorama would Zone Protection profiles be configured? 

A. Templates 

B. Device Groups 

C. Shared 

D. Panorama tab 

Correct Answer: A 

https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-firewalls/use-case-configure-firewalls-using-
panorama/set-up-your-centralized-configuration-and-policies/use-templates-to-administer-a-base-configuration 
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