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QUESTION 1

Topic 1 A systems administrator momentarily loses track of which is the test environment firewall and which is the
production firewall. The administrator makes changes to the candidate configuration of the production firewall, but does
not commit the changes. In addition the configuration was not saved prior to making the changes.

Which action will allow the administrator to undo the changes?

A. Revert to running configuration.

B. Load named configuration snapshot, and choose the first item on the list.

C. Revert to last saved configuration.

D. Load configuration version, and choose the first item on the list.

Correct Answer: A

QUESTION 2

What must exist in order for the firewall to route traffic between Layer 3 interfaces?
A. Virtual router

B. Virtual wires

C. Traffic Distribution profile

D. VLANs

Correct Answer: A

A virtual router is a function of the firewall that participates in Layer 3 routing.

QUESTION 3
If using group mapping with Active Directory Universal Groups, what must you do when configuring the User-1D?

A. Create an LDAP Server profile to connect to the root domain of the Global Catalog server on port 3268 or 3269 for
SSL

B. Configure a frequency schedule to clear group mapping cache

C. Configure a Primary Employee ID number for user-based Security policies

D. Create a RADIUS Server profile to connect to the domain controllers using LDAPS on port 636 or 389
Correct Answer: B

If you have Universal Groups, create an LDAP server profile to connect to the root domain of the Global Catalog server
on port 3268 or 3269 for SSL, then create another LDAP server profile to connect to the root domain controllers on port
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389. This helps ensure that users and group information is available for all domains and subdomains.
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-admin/user-id/map-users-to-groups

QUESTION 4

Match the Palo Alto Networks Security Operating Platform architecture to its description.

Select and Place:

Threat Intelligence Cloud

Next-Generation Firewall

Advanced Endpoint
Protection

Correct Answer:

Threat Intelligence Cloud

Next-Generation Firewall

Advanced Endpoint
Protection

QUESTION 5

Drag answer here

Drag answer here

Drag answer here

Identifies and inspects all traffic to block
known threats.

Gathers, analyzes, correlates, and
disseminates threats to and from the
network and endpoints located within the
network.

Inspects processes and files to prevent
known and unknown exploits.
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DRAG DROP
Drag the steps into the correct order to create a static route.

Select and Place:

Enter the IP address for the specific next Step 1
hop.
TRy gy ey ey ey e T
Specify the outgoing interface for packets | = = ' S - = Step 3
to use to go to the next hop.
Enter the route and netmask.
Step 4
Correct Answer:
Add an IPv4 or IPv6 route by name. Step 1

Enter the IP address for the specific next  Step 3
hop.

Specify the outgoing interface for packets Step 4
to use to go to the next hop.
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