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QUESTION 1
An administrator sees that a runtime audit has been generated for a host.
The audit message is:

“Service postfix attempted to obtain capability SHELL by executing /bin/sh /usr/libexec/postfix/postfix-script.stop. Low
severity audit, event is automatically added to the runtime model®

Which runtime host policy rule is the root cause for this runtime audit?
A. Custom rule with specific configuration for file integrity

B. Custom rule with specific configuration for networking

C. Default rule that alerts on capabilities

D. Default rule that alerts on suspicious runtime behavior

Correct Answer: D

QUESTION 2

Which two variables must be modified to achieve automatic remediation for identity and access management (IAM)
alerts in the Amazon Web Services (AWS) Cloud? (Choose two.)

A. API_ENDPOINT

B. SB_QUEUE_KEY_NAME
C. SQS_QUEUE_NAME

D. alert_id

Correct Answer: AC

QUESTION 3

A customer does not want alerts to be generated from network traffic that originates from trusted internal networks.
Which setting should you use to meet this customer\\'s request?

A. Trusted Login IP Addresses
B. Anomaly Trusted List

C. Trusted Alert IP Addresses
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D. Enterprise Alert Disposition
Correct Answer: C

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/manage-prisma-cloud-
alerts/trusted-ip-addresses-on-prisma- cloud.html

QUESTION 4

If you are required to run in an air-gapped environment, which product should you install?
A. Prisma Cloud Jenkins Plugin

B. Prisma Cloud Compute Edition

C. Prisma Cloud with self-hosted plugin

D. Prisma Cloud Enterprise Edition

Correct Answer: B

QUESTION 5

Which component(s), if any, will Palo Alto Networks host and run when a customer purchases Prisma Cloud Enterprise
Edition?

A. Defenders
B. Console
C. Jenkins
D. twistcli

Correct Answer: B
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