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QUESTION 1

On an endpoint, which method should you use to secure applications against exploits?
A. full-disk encryption

B. strong user passwords

C. software patches

D. endpoint-based firewall

Correct Answer: D

QUESTION 2
DRAG DROP
Match the tool to its capability.

Select and Place:

Nmap Drag answer here network analyzer
Nessus Drag answer here vulnerability scanner
Wireshark || Drag answer here port scanner

Correct Answer:

MNmap port scanner ‘

Nessus vulnerability scanner

Wireshark network analyzer ‘

QUESTION 3
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What are two methods to securely transmit personally identifiable information? (Choose two.)
A. data checksumming

B. data fragmentation

C. data encryption

D. encrypted tunnels

Correct Answer: CD

QUESTION 4
DRAG DROP
Match each type of breach to its consequence.

Select and Place:

exposed govgrnment-_protected Drag answer here financial lg_ss due to loss of
health information competitive advantage
exposed proprietary Drag answer here public embarassment and
engineering secrets potential financial impact
defaced website Drag answer here financial loss due to fines/penalties
ransomeware attack Drag answer here financial loss due to downtime
retailing loss of credit Drag answer here financial loss due to loss of
card numbers consumer confidence

Correct Answer:

exposed government-protected

health information financial loss due to fines/penalties

exposed proprietary financial loss due to loss of
engineering secrets competitive advantage
) public embarassment and
defaced website potential financial impact
ransomeware attack financial loss due to downtime
retailing loss of credit financial loss due to loss of
card numbers consumer confidence
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QUESTION 5

Identify a weakness of a perimeter-based network security strategy to protect an organization\\'s endpoint systems.
A. It cannot identify command-and-control traffic.

B. It cannot monitor all potential network ports.

C. It assumes that all internal devices are untrusted.

D. It assumes that every internal endpoint can be trusted.

Correct Answer: D
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