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QUESTION 1

SecOps consists of interfaces, visibility, technology, and which other three elements? (Choose three.) 

A. People 

B. Accessibility 

C. Processes 

D. Understanding 

E. Business 

Correct Answer: ACE 

The six pillars include: 

1.

 Business (goals and outcomes) 

2.

 People (who will perform the work) 

3.

 Interfaces (external functions to help achieve goals) 

4.

 Visibility (information needed to accomplish goals) 

5.

 Technology (capabilities needed to provide visibility and enable people) 

6.

 Processes (tactical steps required to execute on goals) All elements must tie back to the business itself and the goals
of the security operations 

 

QUESTION 2

Which term describes data packets that move in and out of the virtualized environment from the host network or a
corresponding traditional data center? 

A. North-South traffic 

B. Intrazone traffic 

C. East-West traffic D. Interzone traffic 
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Correct Answer: A 

 

QUESTION 3

What does Palo Alto Networks Cortex XDR do first when an endpoint is asked to run an executable? 

A. run a static analysis 

B. check its execution policy 

C. send the executable to WildFire 

D. run a dynamic analysis 

Correct Answer: B 

 

QUESTION 4

Which two network resources does a directory service database contain? (Choose two.) 

A. Services 

B. /etc/shadow files 

C. Users 

D. Terminal shell types on endpoints 

Correct Answer: AC 

A directory service is a database that contains information about users, resources, and services in a network. 

 

QUESTION 5

How does DevSecOps improve the Continuous Integration/Continuous Deployment (CI/CD) pipeline? 

A. DevSecOps improves pipeline security by assigning the security team as the lead team for continuous deployment 

B. DevSecOps ensures the pipeline has horizontal intersections for application code deployment 

C. DevSecOps unites the Security team with the Development and Operations teams to integrate security into the
CI/CD pipeline 

D. DevSecOps does security checking after the application code has been processed through the CI/CD pipeline 

Correct Answer: C 

DevSecOps takes the concept behind DevOps that developers and IT teams should work together closely, instead of
separately, throughout software delivery and extends it to include security and integrate automated checks into the full
CI/ CD pipeline. The integration of the CI/CD pipeline takes care of the problem of security seeming like an outside force
and instead allows developers to maintain their usual speed without compromising data security 
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