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QUESTION 1

Data Loss Prevention (DLP) and Cloud Access Security Broker (CASB) fall under which Prisma access service layer?
A. Network

B. Management

C. Cloud

D. Security

Correct Answer: D

A SASE solution converges networking and security services into one unified, cloud-delivered solution (see Figure 3-12)
that includes the following:

Networking

Software-defined wide-area networks (SD-WANS)
Virtual private networks (VPNSs)

Zero Trust network access (ZTNA)
Quality of Service (QoS)

Security

Firewall as a service (FWaaS)
Domain Name System (DNS) security
Threat prevention

Secure web gateway (SWG)

Data loss prevention (DLP)

Cloud access security broker (CASB)

QUESTION 2

In addition to integrating the network and endpoint components, what other component does Cortex integrate to speed
up loC investigations?

A. Computer
B. Switch
C. Infrastructure

D. Cloud
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Correct Answer: D

Cortex XDR breaks the silos of traditional detection and response by natively integrating network, endpoint, and cloud
data to stop sophisticated attacks

QUESTION 3

Which not-for-profit organization maintains the common vulnerability exposure catalog that is available through their
public website?

A. Department of Homeland Security

B. MITRE

C. Office of Cyber Security and Information Assurance
D. Cybersecurity Vulnerability Research Center

Correct Answer: B

QUESTION 4

A user is provided access over the internet to an application running on a cloud infrastructure. The servers, databases,
and code of that application are hosted and maintained by the vendor.

Which NIST cloud service model is this?
A. laaS

B. SaaS

C. PaaS

D. CaaS

Correct Answer: B

SaaS - User responsible for only the data, vendor responsible for rest

QUESTION 5

When signature-based antivirus software detects malware, what three things does it do to provide protection? (Choose
three.)

A. decrypt the infected file using base64
B. alert system administrators
C. quarantine the infected file

D. delete the infected file
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E. remove the infected file\\'s extension

Correct Answer: CDE
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