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QUESTION 1

Which Palo Alto subscription service identifies unknown malware, zero-day exploits, and advanced persistent threats
(APTs) through static and dynamic analysis in a scalable, virtual environment? 

A. DNS Security 

B. URL Filtering 

C. WildFire 

D. Threat Prevention 

Correct Answer: C 

"The WildFire cloud-based malware analysis environment is a cyber threat prevention service that identifies unknown
malware, zero-day exploits, and advanced persistent threats (APTs) through static and dynamic analysis in a scalable,
virtual environment. WildFire automatically disseminates updated protections in near-real time to immediately prevent
threats from spreading; this occurs without manual intervention" 

 

QUESTION 2

Which analysis detonates previously unknown submissions in a custom-built, evasion- resistant virtual environment to
determine real-world effects and behavior? 

A. Dynamic 

B. Pre-exploit protection 

C. Bare-metal 

D. Static 

Correct Answer: A 

The WildFire cloud-based malware analysis environment is a cyber threat prevention service that identifies unknown
malware, zero-day exploits, and advanced persistent threats (APTs) through static and dynamic analysis in a scalable,
virtual environment. 

 

QUESTION 3

What are three benefits of SD-WAN infrastructure? (Choose three.) 

A. Improving performance of SaaS applications by requiring all traffic to be back-hauled through the corporate
headquarters network 

B. Promoting simplicity through the utilization of a centralized management structure 

C. Utilizing zero-touch provisioning for automated deployments 

D. Leveraging remote site routing technical support by relying on MPLS 
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E. Improving performance by allowing efficient access to cloud-based resources without requiring back- haul traffic to a
centralized location 

Correct Answer: BCE 

Simplicity: Because each device is centrally managed, with routing based on application policies, WAN managers can
create and update security rules in real time as network requirements change. Also, when SD-WAN is combined with
zero-touch provisioning, a feature that helps automate the deployment and configuration processes, organizations can
further reduce the complexity, resources, and operating expenses required to spin up new sites. Improved performance:
By allowing efficient access to cloud- based resources without the need to backhaul traffic to centralized locations,
organizations can provide a better user experience. 

 

QUESTION 4

What is required for a SIEM to operate correctly to ensure a translated flow from the system of interest to the SIEM data
lake? 

A. connectors and interfaces 

B. infrastructure and containers 

C. containers and developers 

D. data center and UPS 

Correct Answer: A 

 

QUESTION 5

Which subnet does the host 192.168.19.36/27 belong? 

A. 192.168.19.0 

B. 192.168.19.16 

C. 192.168.19.64 

D. 192.168.19.32 

Correct Answer: D 
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