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QUESTION 1

Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to
be accessible upon a planned Vault restart? (Choose three.) 

A. Store the CD in a physical safe and mount the CD every time Vault maintenance is performed 

B. Copy the entire contents of the CD to the system Safe on the Vault 

C. Copy the entire contents of the CD to a folder on the Vault Server and secure it with NTFS permissions 

D. Store the server key in a Hardware Security Module (HSM) and copy the rest the keys from the CD to a folder on the
Vault Server and secure it with NTFS permissions 

Correct Answer: ACD 

 

QUESTION 2

dbparm.ini is the main configuration file for the Vault. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 3

Which is the primary purpose of exclusive accounts? 

A. Reduced risk of credential theft 

B. More frequent password changes 

C. Non-repudiation (individual accountability) 

D. To force a collusion to commit\\' fraud ensuring no single actor may use a password without authorization 

Correct Answer: C 

 

 

QUESTION 4

Via Password Vault Web Access (PVWA), a user initiates a PSM connection to the target Linux machine using
RemoteApp. When the client\\'s machine makes an RDP connection to the PSM server, which user will be utilized? 

A. Credentials stored in the Vault for the target machine 
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B. Shadowuser 

C. PSMConnect 

D. PSMAdminConnect 

Correct Answer: C 

 

QUESTION 5

Assuming a safe has been configured to be accessible during certain hours of the day, a Vault Admin may still access
that safe outside of those hours. 

A. TRUE 

B. FALSE 

Correct Answer: B 
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