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QUESTION 1

Is this the expected outcome when both Identity Provider (IdP) initiated flow and Service Provider (SP) initiated flow are
configured and required for an application?

Solution: The end user can choose to authenticate through Okta or through the application with user name and
password.

A. Yes

B. No

Correct Answer: A

Explanation: Once the user is redirected to Okta they\\'ll need to enter their Okta credentials, unless they had already
authenticated into Okta in a previous session within the same browser. In either case, a successful authentication
request will redirect the user back to the SP\\'s Assertion Consumer Service (ACS) URL with an embedded SAML
response from Okta. At a minimum, the response will: Indicate that it is indeed from Okta and hasn\\'t been altered, and
contain a digital signature proving such. This signature will be verified by the SP using a public key from Okta that was
previously uploaded to the SP as a certificate. Indicate that the user has authenticated successfully into Okta Indicate

who the user is via the NamelD, a standard attribute used in SAML assertions.
https://support.okta.com/help/s/article/Beginner-s-Guide-to-SAML?language=en_US

QUESTION 2

Is this the way to search for an application that supports a federated service in the Okta integration Network (OIN)?
Solution: Use the Supports Groups fitter.

A. Yes

B. No

Correct Answer: B

QUESTION 3

Is this a reason to build custom authorization servers in Okta? Solution: To protect the Okta Active Directory Agents
A. Yes

B. No

Correct Answer: B

QUESTION 4

Is this the re-enrollment process when an administrator resets multifactor authentication (MFA) factors tor
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end users?

Solution: End user\\'s devices must be enrolled remotely by the administrator.
A. Yes

B. No

Correct Answer: B

QUESTION 5

An employee who has left a company used an application that does NOT support lifecycle management. Is this a task
generated by Okta to remind the administrator to offboard the employee?

Solution: End user activity task
A. Yes
B. No

Correct Answer: B
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