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QUESTION 1

Which is a / are best-practice(s) in a SAML 2.0 situation? Solution: To never enable SAML for all your end-users
A. Yes

B. No

Correct Answer: B

QUESTION 2

The Okta On-Prem MFA Agent acts as a Radius client and communicates with the RADIUS enabled On-Prem server,
including RSA Authentication manager for RSA SecurlDs. This basically allows your organization to leverage Second
Factor from a variety of On-Premises multifactor authentication tools.

Solution: The statement is false

A. Yes

B. No

Correct Answer: B

QUESTION 3

As an Okta best-practice / recommendation: Okta encourages you to switch from Integrated Windows Authentication
(IWA or DSSO) to agentless Desktop Single Sign-on (ADSSO). Okta is no longer adding new IWA functionality and
offers only limited support and bug fixes.

Solution: Only the first statement is true

A. Yes

B. No

Correct Answer: B

QUESTION 4

With Okta Retention Policy, App generated data and reporting based on log data older than how many months is
automatically removed (not considering the Backup Data)? Solution: This data is never removed, as per GDPR

A. Yes
B. No

Correct Answer: B
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QUESTION 5

Does Okta require an Agent to sit in-between Okta to SCIM-enabled app on premises requests? Solution: Yes, an Okta
Provisioning Agent

A. Yes
B. No

Correct Answer: A
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