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QUESTION 1

You are asked to add a FortiDDoS to the network to combat detected slow connection attacks such as
Slowloris.

Which prevention mode on FortiDDoS will protect you against this specific type of attack?

A. asymmetric mode

B. aggressive aging mode

C. rate limiting mode

D. blocking mode

Correct Answer: B

QUESTION 2

Refer to the exhibit.
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config system interface
edit "portl"”
get ip 10.10.10.3 203.293.253.10
next
end

config firewall ippool
edit "secondary ip"
set startip 172.16.1.254
set endip 172.16.1.254
next
end

config firewall central-snat-map
edit 1
set orig-addr "internal"
set sreintt "port2"®
set dst—addr "all"™
set dstintf "portl"™
set nat-ippool "secondary ip"
set protocol &
next
end

Central NAT was configured on a FortiGate firewall. A sniffer shows ICMP packets out to a host on the Internet

egresses with the portl IP address instead of the virtual IP (VIP) that was configured

Referring to the exhibit, which configuration change will ensure that ICMP traffic is also translated?
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A config firewall central-snat-map

edit 1
set protocol 1
next
end
. config firewall central-snat-—-map
edit 1
unset protocol
next
end
C config firewall ippool
edit "secondary ip"
set: arp—-dntf 'portl’
next
end
D config firewall central-snat-map
edit 1
set orig—addr "all"
next
end
A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: B

QUESTION 3

You have configured an HA cluster with two FortiGate devices. You want to make sure that you are able to manage the
individual cluster members directly using port3.
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config system ha

set mode a-a

set group-id 1

set group—name main

set hb dev portZ 100

set session—-pickup enable
end

Referring to the configuration shown, in which two ways can you accomplish this task? (Choose two.)

A. Create a management VDOM and disable the HA synchronization for this VDOM, assign port3 to this VDOM, then
configure specific IPs for port3 on both cluster members.

B. Configure port3 to be a dedicated HA management interface; then configure specific IPs for port3 on both cluster
members.

C. Allow administrative access in the HA heartbeat interfaces.
D. Disable the sync feature on port3; then configure specific IPs for port3 on both cluster members.

Correct Answer: AB

QUESTION 4

Refer to the exhibit.

‘Data Center A DataCenterB
T —— T SN e e i
FortiGate A | FortiGate B

o

Server Farm A Server Farm B |
192.168.1.0/24 |  192.168.1.0/24 |

Bammrre e

A company has two data centers (DC) connected using a Layer 3 network. Servers in farm A need to connect to servers
in farm B as though they were all in the same Layer 2 segment.

Referring to the exhibit, what is configured on the FortiGate devices on each DC to allow this connectivity?
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A. Create an IPsec tunnel with VXLAN encapsulation.

B. Create an IPsec tunnel with VLAN encapsulation.

C. Create an IPsec tunnel with transport-mode encapsulation.
D. Create an IPsec tunnel with tunnel-mode encapsulation.

Correct Answer: A

QUESTION 5

Consider the following configuration setting:

config user setting
set auth-type https ftp
set auth-cert "Fortinet Factory"
set auth-timeout 5
set auth—-timeout-type hard-timeout
set auth-blackout-time 15
set auth-lockout—-threshold 5
set auth-lockout—-duration 10
end

Which two statements about local authentication are true? (Choose two.)

A. The FortiGate will allow the TCP connection when a ClientHello message indicating a renegotiation is received.
B. The user\\'s IP address will be blocked 15 seconds after five login failures.

C. The user will be blocked 15 seconds after five login failures.

D. The user will need to re-authenticate after five minutes.

Correct Answer: BD
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