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QUESTION 1

Refer to the exhibit.

FortiSandbox

FortiSandbox Inspection @D Statistics...

FortiSandbox type Appliance REGIL

Server name/IP 1010103 |
Test Connection
Notifier Email | tech@acme.ch B ]
Statistics interval |5—(}_ | (minutes)
Scan timeout I3§:§__| (minutes)
Scan result expires in |E[}—$_ ' (minutes)

B Filz Scan Settings

File types @ Windows executable & Microsoft Office document
& PDF @ Adobe flash
€ lavaScript » lJar
@ HTML B Archive
File patterns | T+
=
bl
File size (® Maximum file size to upload i'H;}éﬁi__Q:l (KB)

B URI Scan Settings

Email selection All email Suspicious email
URI selection All URI Unrated URI

Upload URI on rating error (B

MNumber of URIs per email | 5 > |

You have installed a FortiSandbox and configured it in your FortiMail. Referring to the exhibit, which two statements are
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correct? (Choose two.)

A. If FortiMail is not able to obtain the results from the FortiGuard queries, URIs will not be checked by the
FortiSandbox.

B. FortiMail will cache the results for 30 minutes
C. If the FortiSandbox with IP 10.10.10.3 is not available, the e-mail will be checked by the FortiCloud Sandbox.
D. FortiMail will wait up to 30 minutes to obtain the scan results.

Correct Answer: AD

QUESTION 2

In a FortiGate 5000 series, two FortiControllers are working as an SLBC cluster in a-p mode. The configuration shown
below is applied.

config load-balance session-—-setup
set tcp-ingress enable
end

Which statement is true on how new TCP sessions are handled by the Distributor Processor (DP)?

A. The new session added in the DP session table is automatically deleted, if the traffic is denied by the processing
worker.

B. No new session is added in the DP session table until the processing worker accepts the traffic.

C. A new session added in the DP session table remains in the table even if the traffic is denied by the processing
worker.

D. A new session added in the DP session table remains in the table only if traffic is accepted by the processing
worker.

Correct Answer: C

QUESTION 3

You want to manage a FortiGate with the FortiCloud service. The FortiGate shows up in your list of devices on the
FortiCloud Web site, but all management functions are either missing or grayed out.

Which statement is correct in this scenario?

A. The management tunnel mode on the managed FortiGate must be changed to normal.

B. The managed FortiGate is running a version of FortiOS that is either too new or too old for FortiCloud.
C. The managed FortiGate requires that a FortiCloud management license be purchased and applied.

D. You must manually configure system central-management on the FortiGate CLI and set the management type to
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fortiguard.

Correct Answer: D

QUESTION 4

Refer to the exhibit.

Inte@ @

FortiClient

____________ e FOTOONE

! dom-link

P
FortiAuthenticator _root_vd-lan =)

=1

The exhibit shows a topology where a FortiGate is split into two VDOMSs, root and vd-lan. The root VDOM
provides external SSL-VPN access, where the users are authenticated by a FortiAuthenticator. The vd-lan
VDOM provides internal access to a Web server.

For the remote users to access the internal Web server, there are a few requirements as follows:

All traffic must come from the SSL-VPN.

The vd-lan VDOM only allows authenticated traffic to the Web server.

Users must only authenticate once, using the SSL-VPN portal.

SSL-VPN uses RADIUS-based authentication.

Given these requirements and the topology shown in the exhibit, which two statements are true? (Choose

two.)
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A. vd-lan connects to FortiAuthenticator as a regular FSSO client.
B. root is configured for FSSO while vd-lan is configured for RSSO.
C. root sends "RADIUS Accounting Messages" to FortiAuthenticator
D. vd-lan receives authentication messages from root using FSSO.

Correct Answer: AC

QUESTION 5

Consider the following VDOM configuration:

config global
config system vdom-link
edit vlink?2
end
config system interface
edit v1link20
set vdom nat
next
edit vlink21
set vdom transparent
end

In which two ways can you establish communication between an existing NAT VDOM and a new transparent VDOM?
(Choose two.)

A. Set the set ip 10.10.10.1 command to vlink2I.
B. Set the set ip 10.10.10.1 command to vlink20.
C. Set type ppp to the vdom-link, vlink2.

D. Set type ethernet to the vdom-link, vlink2.

Correct Answer: BD
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