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QUESTION 1

You are asked to add a FortiDDoS to the network to combat detected slow connection attacks such as Slowloris.
Which prevention mode on FortiDDoS will protect you against this specific type of attack?

A. aggressive aging mode

B. rate limiting mode

C. blocking mode

D. asymmetric mode

Correct Answer: A

QUESTION 2
Click the Exhibit button.
The FortiAP profile used by the FortiGate managed AP is shown in the exhibit.

Which two statements are correct in this scenario? (Choose two.)
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A. All FortiAPs using thre profile will nave Radio 1 scan rogue access points.

B. Map this profile to SSIDs that you want to be available on the FortiAPs using this profile.

C. All FortiAPs using this profile will have Radio 1 monitor wireless clients.

D. Interference will be prevented between FortiAPs using this profile.

Correct Answer: AD
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QUESTION 3

Exhibit
M\ Exhibit X

FWB (HC-Combo) # show
config server-policy health
edit "HC—-Combo"

config health-list

edit 1

set type tcp-half-open

next

edit 2

set type http

set url-path /index.html
set match-type response-code
next

edit 3

set type icmp

next

end

next

end

You created a custom health-check for your FortiWeb deployment.
Referring to the output shown in the exhibit, which statement is true?

A. The FortiWeb must receive an RST packet from the server.

B. The FortiWeb must receive an HTTP 200 response code from the server.
C. The FortiWeb must receive an ICMP Echo Request from the server.

D. The Fortiweb must match the hash value of the page index html.

Correct Answer: B

QUESTION 4

Click the Exhibit button.
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Client Server

Only users authenticated in FortiGate-B can reach the server. A customer wants to deploy a single sign-on solution for
IPsec VPN users. Once a user is connected and authenticated to the VPN in FortiGate-A, the user does not need to
authenticate again in FortiGate ? to reach the server.

Which two actions satisfy this requirement? (Choose two.)

A. Use Kerberos authentication.

B. FortiGate-A must generate a RADUIS accounting packets.

C. Use FortiAuthenticator.

D. Use the Collector Agent.

Correct Answer: BC

QUESTION 5

Click the Exhibit button.
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A customer has just finished their Azure deployment to secure a Web application behind a FortiGate and a FortiWeb.
Now they want to add components to protect against advanced threats (zero day attacks), centrally manage the entire
environment, and centrally monitor Fortinet and non-Fortinet products.

Which Fortinet solutions will satisfy these requirements?

A. Use FotiAnalyzer lor monitor in Azure, FortiSIEM for managemnet, and FortiSandbox for zero day attacks on their
local network.

B. Use Fortianalyzer for monitor Azure, FortiSIEM for management, and FortiGate has zero day attacks on their local
network.

C. Use FortiManager for management in Azure, FortSIEM for monitoring and FcrtiSandbox for zero day attacks on their
local network.

D. Use FortiSIEM for management Azure, FortiManager for management, and FortrGate for zero day attacks on their
local network.

Correct Answer: C
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