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QUESTION 1

Which command detects where a routing path is broken?
A. exec traceroute

B. exec route ping

C. diag route null

D. diag debug route

Correct Answer: A

QUESTION 2

The dashboard widget indicates that FortiGuard Web Filtering is not reachable. However, AntiVirus, IPS, and
Application Control have no problems as shown in the exhibit.

‘t ""T"“I"'EF

# i"EﬁCiéarér pi | um Product

You contacted Fortinet\\'s customer service and discovered that your FortiGuard Web Filtering contract is still valid for
several months. What are two reasons for this problem? (Choose two.)

A. You have another security device in front of FortiGate blocking ports 8888 and 53.

B. FortiGuard Web Filtering is not enabled in any firewall policy.

C. You did not enable Web Filtering cache under Web Filtering and E-mail Filtering Options.
D. You have a firewall policy blocking ports 8888 and 53.

Correct Answer: BD

If Web filtering shows unreachable then we have to verify, whether web filtering enabled in security policies or not. Web
filtering enabled in a policy but the port 8888 and 53 are not selected, means the policy blocking the ports.
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Reference: http://cookbook.fortinet.com/troubleshooting-web-filtering/

QUESTION 3
M\ Exhibit &=

S o

Peering IP: 5.5.5.5 K

Peering AS: 5555 f' ASS555

«t-- N x_,
Customer AS: 54321 \'\ g
Customer IP: 1.1.1.1 lol: 5.5.5.5

Current FortiGate BGP &
configuration: %
config router bgp & 10.10.0/24

set as 54321

config neighbor 1 (want)

cdltczs,-zmz;{ T s ZREER BEE 100: 1.1.1.1
next e r(b r'_‘i-'
end {”,-‘1 ) &
=nd A ¢ AS 54321

-

Clearer pictures and no water-mask in.the Premium Product

You must establish a BGP peering with a service provider. The provider has supplied you with BGP peering parameters
and you performed the basic configuration shown in the exhibit on your FortiGate unit. You notice that your peering
session is not coming up. Which three missing configuration statements are needed to make this configuration
functional? (Choose three.)
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A,
config router static
edit 0
set device wanl
set dst 5.5.5.5
set gateway 20.20.20.1
next
end
B

config router static
edit 0
set device wanl
set dst 5.5.5.5

set gateway 10.10.10.2
next
- O

config router bap &
config neighbor @

0.
CoOnMao
g neighbor
edit "35.95.9.9"
set update-source 1lol
next
end
end
E:
config router bap
config neighbor
odit "35.95.9.0"
set next-hop-self enable
next
end
EnElEﬂrEr pictures and no water-mask in the Premium Product
A.B.C.D.E.
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Correct Answer: CDE

QUESTION 4

M\ Exhibit =

* Duplicates (5) ]
Senrice Category (1) General

Recurring Schedule (1) always

Addrass (1) : all

Sorvice (1) R P RS

Firewall VIP (1) : FTP '

= Object Interface Binding Conflict (1) K :
|Addross (1) - . fL .|l_,w.anyc.i_ntema2 m@f—lmponed 1 of 2 policies and objects . . . .

: % Firewall Palicy : 1of 2
AN e

: . 7 . =]
Importing Ob_]eﬁ‘/ i ; :
aj)f
=] ]

PN & 100% Total: 2, Success: 1, Erfor: 1~~~ i
~impot Exvor | ol

|Fir1-"3_';{gll Policy (1) |ID:1 #1)

Clearer pictures and no water-mask in the Premium Product =

Given the following error message: FortiManager fails to import policy ID 1. What is the problem?

Start to import confiy from device (STUDENT-2) vdom({root) to adom(rcot), package (STUDENT-2)
“firewall service category”,SUCCESS," (name=General, oid=377, DUPLICATE]}"

“firewall schedule recurring”, SUCCESS, " (name=always, o0id=473, DUFLICATE)"

“firewall address”,SUCCESS, " (name=all, oid=364y fbthLICATE] ol

"Orewall scrovive cusbom”™, SUCCESS, " (nomes=ALLG o0id=426, DUFPLICATE) "

“firewall vip",SUCCESS," (name=FTF, iod=475, DUPLICATE)"

w R N S S e R A Ry o e "
,,ﬁl“"“ﬁ:i;'mearjerl picturés and no wate[’-maskd'ln'Fhe‘Premlum'Prnduct'u"“’

—

A. FortiManager already has Address LAN which has interface mapping set to "internal” in its database, it is
contradicting with the STUDENT-2 FortiGate device which has address LAN mapped to "any".

B. FortiManager already has address LAN which has interface mapping set to "any" in its database; this conflicts with
the STUDENT-2 FortiGate device which has address "LAN" mapped to "internal”.

C. Policy ID 1 for this managed FortiGate device already exists on the FortiManager policy package named
STUDENT-2.

D. Policy ID 1 does not have interface mapping on FortiManager.
Correct Answer: D

References: http://kb.fortinet.com/kb/documentLink.do?externallD=FD38544
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QUESTION 5

Which VPN protocol is supported by FortiGate units?
A. E-LAN

B. PPTP

C. DMVPN

D. OpenVPN

Correct Answer: BC
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