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QUESTION 1

Your company uses a cluster of two FortiGate 3600C units in active-passive mode to protect the corporate network. The
FortiGate cluster sends its logs to a FortiAnalyzer and you have configured scheduled weekly reports for the Internet

bandwidth usage of each corporate VLAN. During a scheduled maintenance window, you make a series of configuration
changes. When the next FortiAnalyzer weekly report is generated, you notice that Internet bandwidth usage reported by

the FortiAnalyzer is far less than expected.
What is the reason for this discrepancy?
A. You applied an antivirus profile on some of the policies, and no traffic can be accelerated.

B. You disabled all security profiles on some of the firewall policies, and the traffic matching those policies is now
accelerated.

C. You enabled HA session-pickup, which is turn disabled session accounting.
D. You changed from active-passive to active-active, causing the session traffic counters to become inaccurate.
Correct Answer: D

Because of Active/Active failover traffic segregate to boxes where it reduces the bandwidth utilization

QUESTION 2

You are investigating a problem related to FTP active mode. You use a test PC with IP address 10.100.60.5 to connect
to the FTP server at 172.16.133.50 and transfer a large file. The FortiGate translates source address (SNAT) in network
10.100.60.0/24 to the IP address 172.16.133.1. Which two groups of CLI commands allow you to see information
related to this FTP connection (Choose two.)
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diagnose system session filter src 10.100.60.5
diagnose system session flter dst 172.16.133.50
diagnose system session filter dport 21
diagnose system session list J;x
I'\l\“

P \ P
diagnose system session filter srdfiﬁiflﬁ 133.50
diagnose system session filter dsﬁliﬂ 100.60.5
diagnose system session ﬁltﬂ:f:pﬂrt 20
diagnose system session

sarc 172.16.133.50
dst 172.16.133.1
sport 20

diagnose system Fé‘l\i‘!.‘m:

diagnose system nﬂiun

diagnose systmﬁ—qeﬁmhan

diagnose sypz_?i.éess1an
b,

am |
- 5,
.

B "o B _
dlagnbue system session filter src 10.100.60.5
d:l.agnuse system session flter dst 172.16.133.50
diagnose system session filter sport 20

di:Clearer pictures and no water-mask in the Premium Product

A.B.C.D.
Correct Answer: A

FTP active on port 21 and passive uses port 20

QUESTION 3

You must protect all customers from any other customers\\' infected devices that join the same SSID. Which step meets
the requirement?

A. Enable deep SSH inspection with antivirus and IPS.

B. Use a captive portal to redirect unsecured connections such as HTTP and SMTP to their secured equivalents,
preventing worms on infected clients from tampering with other customer traffic.

C. Use WPA2 encryption and configure a policy on FortiGate to block all traffic between clients.
D. Use WPA2 encryption, and enable "Block Intra-SSID Traffic".

Correct Answer: B
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QUESTION 4

You notice that your FortiGate\\'s memory usage is very high and that the unit\\'s performance is adversely affected. You
want to reduce memory usage. Which three commands would meet this requirement? (Choose three.)

A,
confiy system fortiguard

set webfilter-cache-ttl 500
set antispam-cache-ttl 500

end

config ips glcbhbal
set algorithm low
end

config system.,@i""'
set dns-cache-1limit 10000
end

c,qqﬁﬁf--ﬁystem session-ttl
S'Q'{;. default 7200
end

config system glcbkal
set tcp-halfclose-timer 10
set udp-idle-timer S50

Clearer pleiures and no water-mask In the Pramium Product
=

A.B.C.D.E.

Correct Answer: ADE

QUESTION 5

You are asked to establish a VPN tunnel with a service provider using a third-party VPN device. The service provider
has assigned subnet 30.30.30.0/24 for your outgoing traffic going towards the services hosted by the provider on
network 20.20.20.0/24. You have multiple computers which will be accessing the remote services hosted by the service
provider.
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M\ Exhibit =

20.20.20.0/24

e @@%mm o

10.10.10.0/24
dn

ictures an o water-mask in the Premium Product

B3 Close

Clearer

Which three configuration components meet these requirements? (Choose three.)

A. Configure an IP Pool of type Overload for range 30.30.30.10-30.30.30.10. Enable NAT on a policy from your LAN
forwards the VPN tunnel and select that pool.

B. Configure IPsec phase 2 proxy IDs for a source of 10.10.10.0/24 and destination of 20.20.20.0/24.

C. Configure an IP Pool of Type One-to-One for range 30.30.30.10-30.30.30.10. Enable NAT on a policy from your LAN
towards the VPN tunnel and select that pool.

D. Configure a static route towards the VPN tunnel for 20.20.20.0/24.

E. Configure IPsec phase 2 proxy IDs for a source of 30.30.30.0/24 and destination of 20.20.20.0/24.
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Correct Answer: C
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