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Which two interfaces are considered overlay links? (Choose two.)

A. IPsec
B. Physical
C. LAG

D. GRE

Correct Answer: AD

QUESTION 2

Refer to exhibits.

Exhibit A Exhibit B
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D Name Source Destination Criteria  Members
=Pt © | | | |
R GooglelcMp  all & GoogledCMP  Latency - :2:; 9
2 Vimeo = all . [7] vimeo . [ port2 &
3 All_Access_Rules & all = all m portt &
= Implicit @ | | |
! sd-wan = al =all Source-Destination P O any
ExhibitA | Exhibits
O 8 © AddFiter @~ []] Detais
Date/Time Source Destination Application Name Result Policy Destination Interface
2020/10/1511:12:27 | 10.0.1.10 ==151.101.250.109 (i.vimeocdn.com) m Vimeo +»UTM Allowed Internet Access (1) port2
2020/10/1511:1222  10.0.1.10 == 34.120.15.67 (fresnel-events.vimeocdn.com) L% Vimeo .v2.00 kB/4.33kB  Internet Access (1) ‘ ) port!
2020/10/15 11:12:20  10.0.1.10 7 E= 172.217.13.227 (ocsp.pkigoog) ) ocsP ~1.28kB/1.49kB  Intemet Access (1) port1
2020/10/1511:12:07 10.0.1.10 == 23.47.205.151 (detectportal.firefox.com) e HTTP.BROWSER_Firefox ~1.44 kB/1.55kB Internet Access (1) port1
202011015 11:12:07  10.0.1.10 ‘ == 23.47.205.151 (detectportal firefox.com) ‘ HTTP.BROWSER_Firefox .v1.43 kB/1.60kB . Internet Access (1) ‘ [ port1
- 2020[10[1511:12:04- 10.0.1.10 - == 99.84.221.62 (snippets.cdn.mozilla.net) . L__:ff} HTTPS.BROWSER .V2.08 kB/13.44 kB“ Internet Access (1) . port1

Exhibit A shows the SD-WAN rules and exhibit B shows the traffic logs. The SD-WAN traffic logs reflect how FortiGate
processed traffic. Which two statements about how the configured SD-WAN rules are processing traffic are true?

(Choose two.)

A. The implicit rule overrides all other rules because parameters widely cover sources and destinations.

B. SD-WAN rules are evaluated in the same way as firewall policies: from top to bottom.

C. The All_Access_Rules rule load balances Vimeo application traffic among SD-WAN member interfaces.
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D. The initial session of an application goes through a learning phase in order to apply the correct rule.

Correct Answer: BD

QUESTION 3

Refer to the exhibits. Exhibit A Exhibit B
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Edit Performance SLA
Name Level3_DNS
IP Version IPv6
Probe Mode Y "W Passive Prefer Passive
Protocol TCPECHO UDPECHO HTTP Tw|
A 4221
4222
Participants All SD-WAN Members o=
port2
2 Entries
Enable Probe Packets |
SLA Targets O
<+ Add Target

Link Status

Interval 500 -+ Milliseconds

Failure Before Inactive 3 S (max 3600)

Restore Link After 2 S (max 3600)
Action When Inactive

Update Static Route "

Cascade Interfaces L &
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branchl_fgt # diagnose sys sdwan member | grep port
Member (1) : interface: portl, flags=0x0 , gateway: 192.2.0.2, priority: 0 1024, weight: 0
Member (2) : interface: port2, flags=0x0 , gateway: 192.2.0.10, priority: 0 1024, weight: 0

branchl fgt # get router info routing-table all | grep port
S* 0.0.0.0/0 [1/0] via 192.2.0.2, portl

[1/0] wia 192.2.0.10, port2
8.8.8.8/32 [10/0] wvia 192.2.0.11, port2
10.0.1.0/24 is directly connected, port5S
172.16.0.0/16 [10/0] via 172.16.0.2, portd
172.16.0.0/29 is directly connected, port4
152.2.0.0/29 is directly connected, portl
192.2.0.8/29 is directly connected, port2
192.168.0.0/24 is directly connected, portl0

sNeNe NN Nel’1

branchl_fgt # diagnose sys sdwan health-check status Level3 DNS

Health Check(Level3 DNS):

Seg(l portl): state(alive), packet-loss(0.000%) latency(1.919), jitter(0.137), bandwidth-
up (10238) , bandwidth-dw(10238), bandwidth-bi(20476) sla_map=0x0

Seg(2 port2): state(alive), packet-loss(0.000%) latency(1.509), jitter(0.101), bandwidth-
up (10238) , bandwidth-dw(10238), bandwidth-bi (20476) sla map=0x0

Exhibit A shows the SD-WAN performance SLA and exhibit B shows the SD-WAN member status, the routing table, and
the performance SLA status. If port2 is detected dead by FortiGate, what is the expected behavior?

A. Port2 becomes alive after three successful probes are detected.

B. FortiGate removes all static routes for port2.

C. The administrator manually restores the static routes for port2, if port2 becomes alive.
D. Host 8.8.8.8 is reachable through portl and port2.

Correct Answer: B

This is due to Update static route is enable which removes the static route entry referencing the interface if the interface
is dead

QUESTION 4

Which statement about using BGP routes in SD-WAN s true?

A. Learned routes can be used as dynamic destinations in SD-WAN rules.
B. You must use BGP to route traffic for both overlay and underlay links.
C. You must configure AS path prepending.

D. You must use external BGP.

Correct Answer: A

QUESTION 5

In the default SD-WAN minimum configuration, which two statements are correct when traffic matches the default
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implicit SD-WAN rule? (Choose two )

A. Traffic has matched none of the FortiGate policy routes.

B. Matched traffic failed RPF and was caught by the rule.

C. The FIB lookup resolved interface was the SD-WAN interface.
D. An absolute SD-WAN rule was defined and matched traffic.

Correct Answer: AC
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