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Refer to the exhibit, which shows the IPsec phase 1 configuration of a spoke.

set
set
set
set
set
set

set
set
set
set
set
set

next
end

config vpn ipsec phasel-interface
edit "T INET O _O"

interface "portl"

ike-version 2

keylife 28800

peertype any

net-device disable

proposal aesl28-sha256 aes256-sha256 aesl2B8gcm-prfsha2S€é aes2S56égcm-prfsha3sd

chacha20polyl305-prfsha2sSé

comments "([created by FMG VPN Manager]"™
idle-timeout enable
idle-timeoutinterval 5
auto-discovery-receiver enable
remote-gw 100.64.1.1

psksecret ENC

6D5rVsaK1lMeAyVYt1z95BS524Psew76lwY023hnFVviwbodeItSc51tCa+iNYhujT8gycfD4+WuszpmuIvErRzrVh
7DFkHaW2auAAprQOdHUfaCzjOhME TmPw+8he 2xB7EdbSku/nZEHbOCKLKKYJc/pSI9 IMweV2 1 ZUQFj vIpXNXHXpH
LReOFShoHO1SPFKzSIYCVA==

What must you configure on the IPsec phase 1 configuration for ADVPN to work with SD- WAN?

A. You must set ike-version to 1.

B. You must enable net-device.

C. You must enable auto-discovery-sender.

D. You must disable idle-timeout.

Correct Answer:

QUESTION 2

B

Which are two benefits of using CLI templates in FortiManager? (Choose two.)

A. You can reference meta fields.

B. You can configure interfaces as SD-WAN members without having to remove references first.

C. You can configure FortiManager to sync local configuration changes made on the managed device, to the CLI

template.

D. You can configure advanced CLI settings.

Correct Answer: AD
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QUESTION 3

Refer to exhibits. Exhibit A.

Link Status

Check interval 500 ms
Failures before inactive © 3

Restore link after €@ 2 checkl(s)

Actions when Inactive

Update staticroute @ €O

Exhibit B.

NGFW-1 # diagnose s sdwan health-cl
Health Che [Pi
(0.000%) latenc

IT_'I
{
=

{(6.000%) sla map=0x0D

Exhibit A, which shows the SD-WAN performance SLA and exhibit B shows the health of the participating SD-WAN
members. Based on the exhibits, which statement is correct?

A. The dead member interface stays unavailable until an administrator manually brings the interface back.
B. The SLA state of port2 has exceeded three consecutive unanswered requests from the SLA server.

C. Static routes using port2 are active in the routing table.

D. FortiGate has not received three consecutive requests from the SLA server configured for port2.

Correct Answer: D

QUESTION 4

Refer to the exhibits. Exhibit A Exhibit B
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10.1.0.7
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%dcl_huat (SSH server)
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S 0riginal traffic
s Reply traffic

@71 INER 0 0 T_INET 1 0
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dcl fgt # show system global
config system global
set admin-https-redirect disable
set admintimeout 480
sat alias "FortiGate-VMo4"™
set hostname "dcl fgt"
set timezone 04
end

dcl fgt # show system settings
config system settings

set tcp-session-without-syn enable

set allow-subnet-overlap enable

set gui-allow-unnamed-policy enable

set gui-multiple-interface-policy enable
end

Exhibit A shows a site-to-site topology between two FortiGate devices: branchl_fgt and dcl_fgt. Exhibit B shows the
system global and system settings configuration on dc1_fgt.

When branchl_client establishes a connection to dc1_host, the administrator observes that, on dc1_fgt, the reply traffic
is routed over T_INET_0_0, even though T_INET_1_0 is the preferredmember in the matching SD-WAN rule.

Based on the information shown in the exhibits, what configuration change must be made on dcl_fgt so dcl_fgt routes
the reply traffic over T_INET_1 0?

A. Enable auxiliary-session under config system settings.

B. Disable tp-session-without-syn under config system settings.

C. Enable snat-route-change under config system global.

D. Disable allow-subnet-overlap under config system settings.

Correct Answer: A

Controlling return path with auxiliary session When multiple incoming or outgoing interfaces are used in ECMP or for
load balancing, changes to routing, incoming, or return traffic interfaces impacts how an existing sessions handles the
traffic. Auxiliary sessions can be used to handle these changes to traffic

patterns.https://docs.fortinet.com/document/fortigate/7.0.11/administration- guide/14295/controlling-return-path-with-
auxiliary-session

QUESTION 5
Why is it effective to use SD WAN rules when configuring application control?
A. Because traffic can be load balanced based on application type

B. Because SD-WAIM rules are independent from firewall policies to avoid controlling applications
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C. Because you must use certificate full inspection on the firewall policy
D. Because the application database is manually maintained by administrators

Correct Answer: A

You can configure rules to steer traffic based on the application detected by Fortigate. This is know as application
steering or application-aware routing
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