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QUESTION 1

Refer to exhibits. Exhibit A.

Link Status

Check interval 500 ms
Failures before inactive @ 3
Restore link after €@ 2 checkl(s)

Actions when Inactive

Update staticroute @ €O

Exhibit B.

sdwan health-cl

(D.000%) latency

{(6.000%) sla map=0x0D

Exhibit A, which shows the SD-WAN performance SLA and exhibit B shows the health of the participating SD-WAN
members. Based on the exhibits, which statement is correct?

A. The dead member interface stays unavailable until an administrator manually brings the interface back.
B. The SLA state of port2 has exceeded three consecutive unanswered requests from the SLA server.

C. Static routes using port2 are active in the routing table.

D. FortiGate has not received three consecutive requests from the SLA server configured for port2.

Correct Answer: D

QUESTION 2

Refer to exhibits.
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Exnioiea  |Exhibit S

Edit Policy ‘
Name @ Internet Access I
Incoming interface | [ port3 v
Outgoing interface _"u;irtual-wan link v |
Source = all X
+
Destination = all x
+
Schedule Co always w
Service &) ALL X

+
Action VY=l (/) DENY |
Inspection Mode Proxy-based |

Firewall / Network Options ‘
NAT @)

IP Pool Configuration Use Outgoing Interface Address ‘Use D?namic.‘

Preserve Source Port (

Protocol Options [ default v ‘
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Edit Traffic Shaping Policy

Name | inbound_outbound_shaper
Status (1 R=GEIE N @ Disabled
Comments | Write a comment... B
If Traffic Matches:
Source = all X
+
Destination = all X |
+
Schedule (B
Service (2] ALL X
+
Application € 3
URL Category | Streaming Media and Download  x
+
Then:
Action Apply Shaper ;ﬁssign Shaping Class ID
Outgoing interface ‘ virtual-wan link x
+
Shared shaper @) | guarantee-1 Dm_hps "’l

Exhibit A shows the firewall policy and exhibit B shows the traffic shaping policy.

The traffic shaping policy is being applied to all outbound traffic; however, inbound traffic is not being evaluated by the
shaping policy.

Based on the exhibits, what configuration change must be made in which policy so that traffic shaping can be applied to
inbound traffic?
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A. Create a new firewall policy, and the select the SD-WAN zone as Incoming Interface.

B. In the traffic shaping policy, select Assign Shaping Class ID as Action.

C. In the firewall policy, select Proxy-based as Inspection Mode.

D. In the traffic shaping policy, enable Reverse shaper, and then select the traffic shaper to use.

Correct Answer: D

QUESTION 3

Refer to the exhibit.

branchl fgt # diagnose sys sdwan service 1

Service (3): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Gen(6), TOS(0x0/0x0), Protocol(0: 1->65535), Mode (manual)
Members (2) :

1: Seq num(3 T_INET 0 _0), alive, selected
2: Seq num(4 T _INET 1 0), alive, selected
Src address(l):

10.0.1.0-10.0.1.255

Dst address(1l):
10.0.0.0-10.255.255.255

branchl_fgt # diagnose sys sdwan member | grep T_INET_
Member(3) : interface: T _INET 0 0, flags=0x4 , gateway: 100.64.
weight: 0

Member(4) : interface: T_INET 1 0, flags=0x4 , gateway: 100.64.1.9, priority: 0 1024,
weight: 0

[

.1, priority: 10 1024,

branchl_fgt # get router info routing-table all | grep T_INET_
s 10.0.0.0/8 [1/0] via T INET 1 O tunnel 100.64.1.9

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the
10.0.0.0/8 network. The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over T_INET_0_O.
However, the traffic is routed over T_INET_1 0.

Based on the output shown in the exhibit, which two reasons can cause the observed behavior? (Choose two.)

A. The traffic matches a regular policy route configured with T_INET_1_0 as the outgoing device.

B. T_INET_1_0 has a lower route priority value (higher priority) than T_INET_0_0.

C. T_INET_0_0 does not have a valid route to the destination.

D. T_INET_1_0 has a higher member configuration priority than T_INET_0_O.

Correct Answer: AC
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QUESTION 4

Which diagnostic command can you use to show the SD-WAN rules interface information and state?
A. diagnose sys sdwan route-tag-list.

B. diagnose sys sdwan service.

C. diagnose sys sdwan member.

D. diagnose sys sdwan neighbor.

Correct Answer: B

https://community.fortinet.com/t5/FortiGate/Technical-Tip-Diagnostic-commands-to-check-the-status-of-the-SD/ta-
p/194246

QUESTION 5

Which are three key routing principles in SD-WAN? (Choose three.)

A. FortiGate performs route lookups for new sessions only.

B. Regular policy routes have precedence over SD-WAN rules.

C. SD-WAN rules have precedence over ISDB routes.

D. By default, SD-WAN members are skipped if they do not have a valid route to the destination.

E. By default, SD-WAN rules are skipped if the best route to the destination is not an SD- WAN member.

Correct Answer: BDE
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