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QUESTION 1

Why is it effective to use SD WAN rules when configuring application control?

A. Because traffic can be load balanced based on application type

B. Because SD-WAIM rules are independent from firewall policies to avoid controlling applications
C. Because you must use certificate full inspection on the firewall policy

D. Because the application database is manually maintained by administrators

Correct Answer: A

You can configure rules to steer traffic based on the application detected by Fortigate. This is know as application
steering or application-aware routing

QUESTION 2

Which two statements describe how IPsec phase 1 aggressive mode is different from main mode when performing IKE
negotiation? (Choose two)

A. A peer ID is included in the first packet from the initiator, along with suggested security policies.

B. XAuth is enabled as an additional level of authentication, which requires a username and password.
C. Atotal of six packets are exchanged between an initiator and a responder instead of three packets.
D. The use of Diffie Hellman keys is limited by the responder and needs initiator acceptance.

Correct Answer: BC

QUESTION 3

Which statement defines how a per-IP traffic shaper of 10 Mbps is applied to the entire network?
A. FortiGate allocates each IP address a maximum 10 Mbps of bandwidth.

B. Each IP is guaranteed a minimum 10 Mbps of bandwidth

C. A single user uses the allocated bandwidth divided by total number of users.

D. The 10 Mbps bandwidth is shared equally among the IP addresses.

Correct Answer: A

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/885253/per-ip-traffic-shaper

QUESTION 4
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Refer to the exhibits. Exhibit A:

Destination Criteria

= Google-ICMP

port2
2 Vimeo 2 an "] Vimeo ™ port2 @
= an

Exhibit B:
C & | O AddFilter (5~ ([ Details
Date/Time Source Destination Application Name Result Folicy Destination Interface
2020/10/15 11:12:27 100110 = 151.101.250.109 (ivimeocdn.com) i Vimeo v UTM Allowed Internet Access (1)  # port2
2020/10/15 11:12:22 100.1.10 ™ 34.120.15.67 (fresnel-eventsvimeocdncom| [ Vimeo v 200kB/4.33kB  Internet Access(1) # portl
2020/10/15 11:12:20 100.1.10 8 172.217.13.227 (ocsp.pkigoog) 2 OCSP v 128kB/149kB  InternetAccess(l) ™ portl
2020/10/15 11:12:07 100.1.10 5 23.47.205.151 (detectportal firefox.com) @ HTTPBROWSER Firefox + 144kB/155kB  InternetAccess(1) ™ port1
2020/10/15 11:12:07 100110 ™= 23.47.205.151 (detectportal firefox.com) @ HTTPBROWSER Firefox v 143kB/160kB  InternetAccess(1) ™ portl
2020/10/15 11:12:04 100.1.10 %6 99.84.221.62 (snippets.cdn.mozillanet) .~ HTTPS.BROWSER v 208kB/1344kB  Internet Access(1) M port1

Exhibit A shows the SD-WAN rules and exhibit B shows the traffic logs. The SD-WAN traffic logs reflect how FortiGate
distributes traffic. Based on the exhibits, what are two expected behaviors when FortiGate processes SD-WAN traffic?
(Choose two.)

A. The first Vimeo session may not match the Vimeo SD-WAN rule because the session is used for the application
learning phase.

B. The implicit rule overrides all other rules because parameters widely cover sources and destinations.
C. The Vimeo SD-WAN rule steers Vimeo application traffic among all SD-WAN member interfaces.
D. SD-WAN rules are evaluated in the same way as firewall policies: from top to bottom.

Correct Answer: AD

QUESTION 5
FortiGate is connected to the internet and is obtaining the IP address on its egress interlace from the DHCP server

Which statement is due when FortiGate restarts and receives preconfigured settings to install as part of a zero-touch
provisioning process?

A. FortiDeploy connects with FortiGate and provides the initial configuration to contact FortiManager

B. The zero-touch provisioning process completes internally, behind FortiGate
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C. FortiManager registers FortiGate after the restart and retrieves the existing configuration
D. The FortiGate cloud key added to the FortiGate cloud portal and FortiGate performs a factory reset before the restart

Correct Answer: A
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