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QUESTION 1

Refer to the exhibits.

=+ Create New v [# # Collapse All i More v & Column Settings ~

B Aggregate 8 fortilink 169.254.1.1/255.255.2550  PING

(@]

0O port? Physical 38 port9 Manual 0.0.0.0/0.0.00 root + Up
O port8 Physical 38 port8 Manual 0.0.0.0/0.0.0.0 root + Up
0O port? Physical 28 port7 Manual 0.0.0.0/0.0.00 root 4+ Up
0O porté Physical & porté Manual 0.0.0.0/0.0.0.0 root 4+ Up
O ports Physical 38 port5 Manual 0.0.0.0/0.0.0.0 root + Up
O port4 Physical & portd DHCP 192.168.1.184/255.255.2550 HTTPS, PING, SSH, HTTP  root + Up
0O oort3 Physical 28 port3 Manual 10.0.1.253/255.255.255.0 HTTPS. PING, 55H. HTTP  root +Up
O port2 & Physical & port2 Manual 10.200.2.10/255.255.255.0 HTTPS, PING, SSH, HTTP root +Up
O portio @ Physical 2 port10 Manual 0.0.0.0/0.0.00 root +Up
O portt & Physical a8 portl Manual 10.200.1.10/255.255.255.0 HTTPS, PING, SSH, HTTP,F  roat 4+ Up
8]

0.0.0.0/0.0.00

ssLroot (SSL VPN interface)

== Create New v #8 Column Settings ~

O 1D Destination  Gateway  Interface ¥Distance Priority Status  Description

0 1 0000/0000 102001254 @port1 10
0 2 0000/0000 102002254 @port2 10 0 © Enable

& Creste New v [# Edit v [ Section v 8 Column Settings ® View Mode v

O # Name From To  Source Destination Schedule Service Users Action  Security Profiles Log NAT  lnstall On Created Time Last Modified

O 1 Intenet Access Clportd Clport! &all &al B always @ALL o Accept @ no-inspection ® Log Security Events @ Enabled @ Installation Targets 2020-10-23 01:46:20 admin/2020-10-23 01:46:20
O ¥ Implicit (2-2/ Totak: 1)

O 2 inplictDeny  Ryany Rany :: ::: Gaways @ALL  @Deny @ No Log @ nstatation Targets

ExhibitA shows the system interface with the static routes and exhibit B shows the firewall policies on the managed
FortiGate.

Based on the FortiGate configuration shown in the exhibits, what issue might you encounter when creating an SD-WAN
zone for portl and port2?

A. port2 is referenced in a static route.

B. portl is assigned a manual IP address.

C. portl and port2 are not administratively down.
D. portl is referenced in a firewall policy.

Correct Answer: D

QUESTION 2
An administrator is troubleshooting VolP quality issues that occur when calling external phone numbers The SD-WAN

interface on the edge FortiGate is configured with the default settings, and is using two upstream links One link has
random jitter and latency issues and is based on a wireless connection
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Which two actions must the administrator apply simultaneously on the edge FortiGate to improve VolP quality using
SD_WAN rules?

A. Select the corresponding SD-WAN balancing strategy in the SD-WAN rule.
B. Choose the suitable interface based on the interface cost and weight.

C. Use the performance SLA targets to detect latency and jitter instantly.

D. Place the troublesome link at the top of the interface preference list.

E. Configure an SD-WAN rule to load balance all traffic without VolP.

Correct Answer: AC

QUESTION 3

Refer to the exhibit.

NGFW-1 # diagnose sys virtual-wan-link health-check

Health Check(DC PBX SLA) :

Seq(l portl): siate{dudd}, packet-loss (75.000%) Sld_Hdp—ﬂxﬂ

Seq(2 port?2): state(alive), packet-loss(0.000%) latency(50.477), jitter(3.699)
sla map-0xl

NGFW -1 # diagnose sys sdwan service

Service(l) : Address Mode (IPV4) flags=0x0
Gen(3), TOS(0x0/0x0), Protocol(0: 1->65535), Mode (priority), link-cost
factor (latency), link-cost-threshold(10), hu.lth—chr_'eck[DC_PBJ(_SU\}
Members:
1: Seq num (2 port2), alive, latency: 50.233, selected
2: Seq num(l portl), dead
Internet Service: Microsoft-Skype Teams(327781,0,0,0)
Src address:
0.0.0.0-255.255.255.255

Based on the exhibit, which status description is correct?

A. Portl is dead because it does not meet the SLA target.

B. Port2 is alive because its packet loss is lower than 10%.

C. The SD-WAN members are monitored by different performance SLAs.
D. Traffic matching the SD-WAN rule is steered through port2.

Correct Answer: D

QUESTION 4

What are two reasons why FortiGate would be unable to complete the zero-touch provisioning process? (Choose two.)
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A. The FortiGate cloud key has not been added to the FortiGate cloud portal.

B. FortiDeploy has connected with FortiGate and provided the initial configuration to contact FortiManager
C. The zero-touch provisioning process has completed internally, behind FortiGate.

D. FortiGate has obtained a configuration from the platform template in FortiGate cloud.

E. A factory reset performed on FortiGate.

Correct Answer: AC

QUESTION 5

What are the two minimum configuration requirements for an outgoing interface to be selected once the SD-WAN logical
interface is enabled? (Choose two )

A. Specify outgoing interface routing cost.

B. Configure SD-WAN rules interface preference.
C. Select SD-WAN balancing strategy.

D. Specify incoming interfaces in SD-WAN rules.

Correct Answer:. AB
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