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QUESTION 1
Examine the following RADIUS configuration:

config user radius
edit “FAC-Lab”
set server "10.0.1.150"
set secret ENC XXX
set nas—-ip 10.1.0.254
next

An administrator has configured a RADIUS server on FortiGate that points to FortiAuthenticator. FortiAuthenticator is
acting as an authentication proxy and is configured to relay all authentication requests to a remote Windows AD server
using LDAP.

While testing the configuration, the administrator notices that the diagnose test authservercommand works with PAP,
however, authentication requests fail when using MSCHAPV2.

Which two changes should the administrator make to get MSCHAPV2 to work? (Choose two.)
A. Force FortiGate to use the PAP authentication method in the RADIUS server configuration.
B. Change the remote authentication server from LDAP to RADIUS on FortiAuthenticator.

C. Use MSCHAP instead of using MSCHAPv2

D. Enable Windows Active Directory Domain Authentication on FortiAuthenticator to add FortiAuthenticator to the
Windows domain.

Correct Answer: BD

Reference: https://docs.fortinet.com/document/fortiauthenticator/6.0.0/administration-guide/641286/ remote-
authentication-servers

QUESTION 2

Which two statements about the use of digital certificates are true? (Choose two.)

A. An intermediate CA can sign server certificates.

B. An intermediate CA can sign another intermediate CA certificate.

C. The end entity\\'s certificate can only be created by an intermediate CA.

D. An intermediate CA can validate the end entity certificate signed by another intermediate CA.

Correct Answer: BD
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QUESTION 3
Refer to the exhibit.
The exhibit shows two FortiGate devices in active-passive HA mode, including four FortiSwitch devices

connected to a ring.

it Fa

At =
Primary W~ ~ Secondary
FortiGate FortiGate

Active FortiLink

Passive FortiLink

Which two configurations are required to deploy this network topology? (Choose two.)
A. Configure link aggregation interfaces on the FortiLink interfaces.

B. Configure the trunk interfaces on the FortiSwitch devices as MCLAG-ISL.

C. Enable fortilink-split-interfaceon the FortiLink interfaces.

D. Enable STP on the FortiGate interfaces.

Correct Answer: CD

Reference: https://www.fortinetguru.com/2019/07/fortilink-configuration-using-the-fortigate-gui/

QUESTION 4
Which CLI command should an administrator use to view the certificate validation process in real-time?

A. diagnose debug application certd -1
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B. diagnose debug application fnbamd -1
C. diagnose debug application authd -1
D. diagnose debug application foauthd -1

Correct Answer: B

QUESTION 5
Refer to the exhibits.

config wireless—controller vap
edit "Corp"

set vdom "root"
set s5s5id "Corp”
set security wpaZ-only-enterprise
set auth radius
set radius-server "FAC-Lab"
set intra-wvap-privacy enabled
set schedule "always"
set wvlan-pooling wop-group
config vlan-pool

edit 101
set wtp—-group "Floor 1"
next
edit 102
set wtp-group "Office™
next
end

next

Examine the VAP configuration and the WiFi zones table shown in the exhibits.

WiFi (1)
Corp ((w) $SID: Corp) 10.0.3.1 255.255.255.0 = WIFiSSID
= Corp.zone [ Zone 0
P Corp.101 0.0.0.00.0.0.0 @ VLAN 1 101
Corp.102 10.0.20.1 255.255.255.0 A VLAN 2 102

Which two statements describe FortiGate behavior regarding assignment of VLANS to wireless clients? (Choose two.)

A. FortiGate will load balance clients using VLAN 101 and VLAN 102 and assign them an IP address from the
10.0.3.0/24 subnet.
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B. Clients connecting to APs in the Floor 1 group will not be able to receive an IP address.
C. All clients connecting to the Corp SSID will receive an IP address from the 10.0.3.1/24 subnet.
D. Clients connecting to APs in the Office group will be assigned an IP address from the 10.0.20.1/24 subnet.

Correct Answer: BD
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