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QUESTION 1

Default VLANS are created on FortiGate when the FortiLink interface is created. By default, which VLAN is set as

Allowed VLANS on all FortiSwitch ports?
A. Sniffer VLAN

B. Camera VLAN

C. Quarantine VLAN

D. Voice VLAN

Correct Answer: A

QUESTION 2
Refer to the exhibit.

Examine the network topology shown in the exhibit.

FortiSwitch A

ForiSwitch B

Which port should have root guard enabled?

A. FortiSwitch A, port2
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B. FortiSwitch A, portl
C. FortiSwitch B, portl
D. FortiSwitch B, port2
Correct Answer: A

Reference: https://docs.fortinet.com/document/fortiswitch/6.4.2/administration-guide/364614/spanningtree-protocol

QUESTION 3
Refer to the exhibit.

Examine the configuration of the FortiSwitch security policy profile.

Edit FortiSwitch Security Policy

Name Students

Security mode Port-based

User groups = Wired-Users x
+

Guest VLAN © | & guest -

Guest authentication delay 120 i second(s)

Authenticationfail VLAN @ | @ auth-fail -

MAC authentication bypass @O

EAP pass-through [ &)

Override RADIUS timeout OB

If the security profile shown in the exhibit is assigned on the FortiSwitch port for 802.1X.port authentication, which
statement is correct?

A. Host machines that do support 802.1X authentication, but have failed authentication, will be assigned the guest
VLAN.

B. All unauthenticated users will be assigned the auth-fail VLAN.
C. Authenticated users that are part of the wired-users group will be assigned the guest VLAN.
D. Host machines that do not support 802.1X authentication will be assigned the guest VLAN.

Correct Answer: C
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QUESTION 4

Refer to the exhibit.

FortiGate # diagnose switch-controller switch-info 802.1X
Managed Switch : S224EPTF18001736

port2 : Mode: port-based (mac-by-pass disable)
Link: Link up

Port State: unauthorized: ( )

Dynamic Authorized Vlan : 0

EAP pass-through mode : Enable
Quarantine VLAN (4093) detection : Enable
Native Vlan : 10

Allowed Vlan list: 10,4093

Untagged Vlan list: 4093

Guest VLAN :

Auth-Fail Vlan :

Sessions info:
00:09:0£:02:02:02 Type=§02.1x, ,state=AUTHENTICATING, etime=0,eap cnt=0 params:reAuth=3600

A host machine connected to port2 on FortiSwitch cannot connect to the network. All ports on FortiSwitch are assigned
a security policy to enforce 802.1X port authentication. While troubleshooting the issue, the administrator runs the
debug command and obtains the output shown in the exhibit.

Which two scenarios are the likely cause of this issue? (Choose two.)

A. The host machine is not configured for 802.1X port authentication.

B. The host machine does not support 802. 1X authentication.

C. The host machine is quarantined due to a security incident.

D. The host machine is configured with wrong VLAN ID.

Correct Answer: AB

Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD46428

QUESTION 5

Which two EAP methods can use MSCHAPV2 for client authentication? (Choose two.)
A. PEAP

B. EAP-TTLS

C. EAP-TLS

D. EAP-GTC

Correct Answer: AC
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Reference: https://help.fortinet.com/fauth/3-3/Content/FortiAuthenticator%203_3%20Admin%
20Guide/500/501_EAP.htm
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