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QUESTION 1
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Refer to the exhibit. Your senior administrator successfully configured a FortiGate fabric connector with the Azure
resource manager, and created a dynamic address object on the FortiGate VM to connect with a windows server in
Microsoft Azure. However, there is now an error on the dynamic address object, and you must resolve the issue.
How do you resolve this issue?

A. Run diagnose debug application azd -l on FortiGate.

B. In the Microsoft Azure portal, set the correct tag values for the windows server.

C. In the Microsoft Azure portal, access the windows server, obtain the private IP address, and assign the IP address
under the FortiGate-VM AzureLab address object.

D. Delete the address object and recreate a new address object with the type set to FQDN.

Correct Answer: C

QUESTION 2

Which statement about FortiSandbox in Amazon Web Services (AWS) is true?

A. In AWS, virtual machines (VMs) that inspect files do not have to be reset after inspecting a file.
B. FortiSandbox in AWS uses Windows virtual machines (VMs) to inspect files.

C. In AWS, virtual machines (VMs) that inspect files are constantly up and running.

D. FortiSandbox in AWS can have a maximum of eight virtual machines (VMs) that inspect files.

Correct Answer: C

QUESTION 3
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When configuring the FortiCASB policy, which three configuration options are available? (Choose three.)
A. Intrusion prevention policies

B. Threat protection policies

C. Data loss prevention policies

D. Compliance policies

E. Antivirus policies

Correct Answer: BCD

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/bf017449-572a-11e981a4-0050569
2583a/forticasb-4.1.0-admin-guide.pdf (62)

QUESTION 4

Instance: i-0a0817cffac147f0c|(FortigateHA-FortiGate1)

Details  Security  Networking  Storage  Status Checks  Monitoring  Tags

¥ MNetworking Details Info
Public IPv4 address Private IPv4 addresses

3 10.04.11
10.03.11
3 10.0.1.11
3 10.0.0.11

Instance: i-EIe?539d|:l9achldﬁdl(FnrtigateHA-FartiGateE]

Details  Security  Networking  Storage  Status Checks  Monitoring  Tags

¥ Networking Details Info
Public IPv4 address Private IPv4 addresses

3 10.0.1.12
3 10.0.0.12
3 10.0.3.12
3 10.0.4.12

Refer to the exhibit. You are configuring an active-passive FortiGate clustering protocol (FGCP) HA configuration in a
single availability zone in Amazon Web Services (AWS), using a cloud formation template.

After deploying the template, you notice that the AWS console has IP information listed in the FortiGate VM firewalls in
the HA configuration. However, within the configuration of FortiOS, you notice that portl is using an IP of 10.0.0.13, and
port2 is using an IP of 10.0.1.13.

What should you do to correct this issue?
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A. Configure FortiOS to use static IP addresses with the IP addresses reflected in the ENI primary IP address
configuration (as per the exhibit).

B. Delete the deployment and start again. You have in put the wrong parameters during the cloud formation template
deployment.

C. Configure FortiOS to use DHCP so that it will get the correct IP addresses on the ports.

D. Nothing, in AWS cloud, it is normal for a FortiGate ENI primary IP address to be different than the FortiOS IP address
configuration.

Correct Answer: C

QUESTION 5

A company deployed a FortiGate-VM with an on-demand license using Amazon Web Services (AWS) Market Place
Cloud Formation template. After deployment, the administrator cannot remember the default admin password.

What is the default admin password for the FortiGate-VM instance?

A. The admin password cannot be recovered and the customer needs to deploy the FortiGate-VM again.
B.

C. admin

D. The instance-ID value

Correct Answer: D

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/aws-cookbook/828256/connecting-to-thefortigate-vm
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