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QUESTION 1

A company deployed a FortiGate-VM with an on-demand license using Amazon Web Services (AWS) Market Place
Cloud Formation template. After deployment, the administrator cannot remember the default admin password.

What is the default admin password for the FortiGate-VM instance?

A. The admin password cannot be recovered and the customer needs to deploy the FortiGate-VM again.
B.

C. admin

D. The instance-ID value

Correct Answer: D

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/aws-cookbook/828256/connecting-to-thefortigate-vm

QUESTION 2
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Spokel VNet

Spoke2 VNet

..................

Refer to the exhibit. Which two conditions will enable you to segregate and secure the traffic between the hub and the
spokes in Microsoft Azure? (Choose two.)

A. Implement the FortiGate-VM network virtual appliance (NVA) in the hub and use user-defined routes (UDRS) in the
spokes.

B. Use ExpressRoute to interconnect the hub VNets and spoke VNets.
C. Configure VNet peering between the spokes only.
D. Configure VNet peering between the hub and spokes.

Correct Answer: BD

QUESTION 3
Customer XYZ has an ExpressRoute connection from Microsoft Azure to a data center. They want to secure

communication over ExpressRoute, and to install an in-line FortiGate to perform intrusion prevention system (IPS) and
antivirus scanning.
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Which three methods can the customer use to ensure that all traffic from the data center is sent through A. Install
FortiGate in Azure and build a VPN tunnel to the data center over ExpressRoute

B. Configure a user-defined route table

C. Enable the redirect option in ExpressRoute to send data center traffic to a user-defined route table
D. Configure the gateway subnet as the subnet in the user-defined route table

E. Define a default route where the next hop IP is the FortiGate WAN interface

Correct Answer: CDE

QUESTION 4

An Amazon Web Services (AWS) auto-scale FortiGate cluster has just experienced a scale-down event, terminating a
FortiGate in availability zone C.

What action will the worker node automatically perform to restore access to the black-holed subnet?
A. The worker node applies a route table from a non-black-holed subnet to the black-holed subnet.

B. The worker node moves the virtual IP of the terminated FortiGate to a running FortiGate on the worker node\\'s
private subnet interface.

C. The worker node modifies the route table applied to the black-holed subnet changing its default route to point to a
running FortiGate on the worker node\\'s private subnet interface.

D. The worker node migrates the subnet to a different availability zone.

Correct Answer: D

QUESTION 5

You have previously deployed an Amazon Web Services (AWS) transit virtual private cloud (VPC) with a pair of
FortiGate firewalls (VMO04 / c4.xlarge) as your security perimeter. You are beginning to see high CPU usage on the
FortiGate instances.

Which action will fix this issue?

A. Convert the c4.xlarge instances to m4.xlarge instances.

B. Migrate the transit VPNs to new and larger instances (VM08 / c4.2xlarge).

C. Convert from IPsec tunnels to generic routing encapsulation (GRE) tunnels, for the VPC peering connections.

D. Convert the transit VPC firewalls into an auto-scaling group and launch additional EC2 instances in that group.

Correct Answer: D
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