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QUESTION 1

An OT supervisor needs to protect their network by implementing security with an industrial signature database on the
FortiGate device.

Which statement about the industrial signature database on FortiGate is true?

A. A supervisor must purchase an industrial signature database and import it to the FortiGate.
B. An administrator must create their own database using custom signatures.

C. By default, the industrial database is enabled.

D. A supervisor can enable it through the FortiGate CLI.

Correct Answer: D

QUESTION 2

An OT network administrator is trying to implement active authentication.

Which two methods should the administrator use to achieve this? (Choose two.)
A. Two-factor authentication on FortiAuthenticator

B. Role-based authentication on FortiNAC

C. FSSO authentication on FortiGate

D. Local authentication on FortiGate

Correct Answer:. AB

QUESTION 3

Refer to the exhibit.
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Control Area
Zones 2 Supervisory Control
Supervisory Control Network
: Process Control
1 Basic Local Area Network
; Physical Plant Floor
LEVEIS 0 Physmal Instrument Bus Network

Based on the Purdue model, which three measures can be implemented in the control area zone using the Fortinet
Security Fabric? (Choose three.)

A. FortiGate for SD-WAN

B. FortiGate for application control and IPS

C. FortiNAC for network access control

D. FortiSIEM for security incident and event management
E. FortiEDR for endpoint detection

Correct Answer: BCD

QUESTION 4

Refer to the exhibit.

Active Rules » Windows Installed Patches ¥ Router/Switch Image Distribution x

Back Export 11
Device Name Device Type Vendor Device Type Model Device Hardware Model Device Image File Count
" . C1700-advsecurityk9-
SJ-QA-A-10S-JunOffice  Cisco 10S 1760 mz 123.8 T4 bin 1
572033-
SJ-Main-Cat6500 Cisco 108 WS-C6508 advipservicesk9_wan- 1

mz 122-33.SXI1.bin

ph-network-3560_1 Cisco 108 s _48PS. c3560-advipserviceskd- 4
WEGIS005-48RSS mz.122-25.SEE4 bin

An OT administrator ran a report to identify device inventory in an OT network. Based on the report results, which report
was run?
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A. A FortiSIEM CMDB report

B. A FortiAnalyzer device report
C. A FortiSIEM incident report
D. A FortiSIEM analytics report

Correct Answer: A

QUESTION 5

An OT network architect must deploy a solution to protect fuel pumps in an industrial remote network. All the fuel pumps
must be closely monitored from the corporate network for any temperature fluctuations.

How can the OT network architect achieve this goal?

A. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature security rule
on the corporate network.

B. Configure a fuel server on the corporate network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the remote network.

C. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature
performance rule on the corporate network.

D. Configure both fuel server and FortiSIEM with a single-pattern temperature performance rule on the corporate
network.

Correct Answer: B
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