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QUESTION 1

An OT architect has deployed a Layer 2 switch in the OT network at Level 1 the Purdue model-process control. The
purpose of the Layer 2 switch is to segment traffic between PLC1 and PLC2 with two VLANS. All the traffic between
PLC1 and PLC2 must first flow through the Layer 2 switch and then through the FortiGate device in the Level 2
supervisory control network.

What statement about the traffic between PLC1 and PLC2 is true?

A. The Layer 2 switch rewrites VLAN tags before sending traffic to the FortiGate device.

B. The Layer 2 switches routes any traffic to the FortiGate device through an Ethernet link.

C. PLC1 and PLC2 traffic must flow through the Layer-2 switch trunk link to the FortiGate device.

D. In order to communicate, PLC1 must be in the same VLAN as PLC2.

Correct Answer: C

QUESTION 2

Refer to the exhibit.

port 3
10.10.3.254/24

FortiGate-Edge

Conpot server secondary device

10.10.%.100/24 Modbus client primary

10.10.3.100/24

An OT architect has implemented a Modbus TCP with a simulation server Conpot to identify and control the Modus
traffic in the OT network. The FortiGate-Edge device is configured with a software switch interface ssw-01.

Based on the topology shown in the exhibit, which two statements about the successful simulation of traffic between
client and server are true? (Choose two.)

A. The FortiGate-Edge device must be in NAT mode.
B. NAT is disabled in the FortiGate firewall policy from port3 to ssw-01.

C. The FortiGate devices is in offline IDS mode.
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D. Port5 is not a member of the software switch.

Correct Answer: AC

QUESTION 3

Refer to the exhibit.

Firewall

VLAN 1

=
o PLCE

In the topology shown in the exhibit, both PLCs can communicate directly with each other, without going through the
firewall.

Which statement about the topology is true?
A. PLCs use IEEE802.1Q protocol to communicate each other.

B. An administrator can create firewall policies in the switch to secure between PLCs.
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C. This integration solution expands VLAN capabilities from Layer 2 to Layer 3.
D. There is no micro-segmentation in this topology.

Correct Answer: D

QUESTION 4

Refer to the exhibit.

Active Rules » Windows Installed Patches ® Router/Switch Image Distribution x

Back Export 11

Device Name Device Type Vendor Device Type Model Device Hardware Model Device Image File Count

SJ-QA-AI0S-JunOffice  Cisco I0s 1760 gig%g‘f’.l‘{iﬁﬁﬁ"wkg‘ 1
s72033-

SJ-Main-Cat6500 Cisco 108 WS-C6509 advipservicesk9_wan- 1

mz 122-33.5X11.bin

ph-network-3560_1 Cisco 108 : _48PS. c3560-advipservicesk9- 4
WEEREEReS mz.122-25 SEE4 bin

An OT administrator ran a report to identify device inventory in an OT network. Based on the report results, which report
was run?

A. A FortiSIEM CMDB report

B. A FortiAnalyzer device report
C. A FortiSIEM incident report
D. A FortiSIEM analytics report

Correct Answer: A

QUESTION 5

Refer to the exhibit.
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Name - Type ¢ IP/Netmask - VLANID =

&) ™ port1 ™ Physical Interface  10.200.1.1/255.255.255.0
je aport1-vian10 & VLAN 10.1.10.1/255.2552550 10
I

-+ @ porti-vian1 & VLAN 10.200.5.1/2552552550 1

port10 Physical Interface 10.0.11.1/255.255.255.0

i Epot2 ® Physical Interface  10.200.2.1/255.255.255.0
-+ @port2-vian10 @ VLAN 10.0.10.1/255.255.2550 10
i

'+ @port2viani & VLAN 10.0.5.1/2552552550 1

Which statement about the interfaces shown in the exhibit is true?

A. port2, port2-vlan10, and port2-vlanl are part of the software switch interface.
B. The VLAN ID of portl-vlanl can be changed to the VLAN ID 10.

C. portl-vlan10 and port2-vlan10 are part of the same broadcast domain

D. portl, portl-vianl0, and portl-vlanl are in different broadcast domains

Correct Answer: D
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