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QUESTION 1

Refer to the exhibit.
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You need to configure VPN user access for supervisors at the breach and HQ sites using the same soft FortiToken.

Each site has a FortiGate VPN gateway.
What must you do to achieve this objective?

A. You must use a FortiAuthenticator.

B. You must register the same FortiToken on more than one FortiGate.

C. You must use the user self-registration server.
D. You must use a third-party RADIUS OTP server.

Correct Answer: A

QUESTION 2

An OT architect has deployed a Layer 2 switch in the OT network at Level 1 the Purdue model-process control. The
purpose of the Layer 2 switch is to segment traffic between PLC1 and PLC2 with two VLANS. All the traffic between
PLC1 and PLC2 must first flow through the Layer 2 switch and then through the FortiGate device in the Level 2

supervisory control network.

What statement about the traffic between PLC1 and PLC2 is true?
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A. The Layer 2 switch rewrites VLAN tags before sending traffic to the FortiGate device.

B. The Layer 2 switches routes any traffic to the FortiGate device through an Ethernet link.

C. PLC1 and PLC2 traffic must flow through the Layer-2 switch trunk link to the FortiGate device.
D. In order to communicate, PLC1 must be in the same VLAN as PLC2.

Correct Answer: C

QUESTION 3

An OT supervisor needs to protect their network by implementing security with an industrial signature database on the
FortiGate device.

Which statement about the industrial signature database on FortiGate is true?

A. A supervisor must purchase an industrial signature database and import it to the FortiGate.
B. An administrator must create their own database using custom signatures.

C. By default, the industrial database is enabled.

D. A supervisor can enable it through the FortiGate CLI.

Correct Answer: D

QUESTION 4

Refer to the exhibit.

Active Rules » Windows Installed Patches ® Router/Switch Image Distribution x

Back Export 11

Device Name Device Type Vendor Device Type Model Device Hardware Model Device Image File Count

SJ-QA-AIOS-JunOffice ~ Cisco 108 1760 S alesoai
s72033-

SJ-Main-Cat6500 Cisco 108 WS-C6509 advipservicesk9_wan- 1

mz 122-33.SX1.bin

ph-network-3560_1 Cisco 108 _ _48PS. c3560-advipsenicesk9- 4
WRGIHOHERSS mz.122-25 SEE4 bin

An OT administrator ran a report to identify device inventory in an OT network. Based on the report results, which report
was run?

A. A FortiSIEM CMDB report

B. A FortiAnalyzer device report
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C. A FortiSIEM incident report
D. A FortiSIEM analytics report

Correct Answer: A

QUESTION 5

Which three criteria can a FortiGate device use to look for a matching firewall policy to process traffic? (Choose three.)
A. Services defined in the firewall policy.

B. Source defined as internet services in the firewall policy

C. Lowest to highest policy ID number

D. Destination defined as internet services in the firewall policy

E. Highest to lowest priority defined in the firewall policy

Correct Answer. ABD
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