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QUESTION 1

View the following FortiGate configuration. 

All traffic to the Internet currently egresses from port1. The exhibit shows partial session information for Internet traffic
from a user on the internal network: 

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user\\'s session? 

A. The session would remain in the session table, and its traffic would still egress from port1. 

B. The session would remain in the session table, but its traffic would now egress from both port1 and port2. 
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C. The session would remain in the session table, and its traffic would start to egress from port2. 

D. The session would be deleted, so the client would need to start a new session. 

Correct Answer: D 

 

QUESTION 2

A FortiGate device has the following LDAP configuration: 

The administrator executed the `dsquery\\' command in the Windows LDAp server 10.0.1.10, and got the 

following output: 

>dsquery user -samid administrator 

"CN=Administrator, CN=Users, DC=trainingAD, DC=training, DC=lab" 

Based on the output, what FortiGate LDAP setting is configured incorrectly? 

A. cnid. 

B. username. 

C. password. 

D. dn. 

Correct Answer: A 

 

QUESTION 3
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View the exhibit, which contains the partial output of an IKE real time debug, and then answer the question below. The
administrator does not have access to the remote gateway. Based on the debug output, what configuration changes can
the administrator make to the local gateway to resolve the phase 1 negotiation error? 

A. Change phase 1 encryption to AESCBC and authentication to SHA128. 

B. Change phase 1 encryption to 3DES and authentication to CBC. 

C. Change phase 1 encryption to AES128 and authentication to SHA512. 

D. Change phase 1 encryption to 3DES and authentication to SHA256. 

Correct Answer: C 

 

QUESTION 4

Which of the following statements is true regarding a FortiGate configured as an explicit web proxy? 

A. FortiGate limits the number of simultaneous sessions per explicit web proxy user. This limit CANNOT be modified by
the administrator. 

B. FortiGate limits the total number of simultaneous explicit web proxy users. 

C. FortiGate limits the number of simultaneous sessions per explicit web proxy user The limit CAN be modified by the
administrator 

D. FortiGate limits the number of workstations that authenticate using the same web proxy user credentials. This limit
CANNOT be modified by the administrator. 

Correct Answer: C 

 

QUESTION 5

How does FortiManager handle FortiGuard requests from FortiGate devices, when it is configured as a local FDS? 

A. FortiManager can download and maintain local copies of FortiGuard databases. 

B. FortiManager supports only FortiGuard push to managed devices. 

C. FortiManager will respond to update requests only if they originate from a managed device. 

D. FortiManager does not support rating requests. 

Correct Answer: A 
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