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QUESTION 1
Which of the following statements is true regarding a FortiGate configured as an explicit web proxy?

A. FortiGate limits the number of simultaneous sessions per explicit web proxy user. This limit CANNOT be modified by
the administrator.

B. FortiGate limits the total number of simultaneous explicit web proxy users.

C. FortiGate limits the number of simultaneous sessions per explicit web proxy user. The limit CAN be modified by the
administrator.

D. FortiGate limits the number of workstations that authenticate using the same web proxy user credentials. This limit
CANNOT be modified by the administrator.

Correct Answer: C

QUESTION 2

An administrator added the following Ipsec VPN to a FortiGate configuration:
configvpn ipsec phasel -interface

edit "RemoteSite"

set type dynamic

set interface "portl"

set mode main

set psksecret ENC LCVKCiK2E2PhVUzZe
next

end

config vpn ipsec phase2-interface

edit "RemoteSite" set phasel name "RemoteSite" set proposal 3des-sha256 next end However, the phase 1 negotiation
is failing. The administrator executed the IKF real time debug while

attempting the Ipsec connection. The output is shown in the exhibit.
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0:xxx;

:;';alLlpT_ISE:S:;G: sent IRE msg (ident rlsend):
X/ XXX -

comes 10.200.3.1:500->10.200.1.1:500,ifindex=2...

IRKEWV exchange=Identity Protact:..on id=x=x/xxx l=~n-38~l
DlalUpUS&rs 16: responder:main mode get 2nd message...
DialUpUsers 6: NAT nch detected
DialUpUsers:16: sent IKE msg (ident_r2send): 10.200.1.1:500->10.

XX/ KRXX

0:DialUpUsers:16: ISARMP SA xxx/xxx key 16:3D33EZEF00BESZ27701B
0: comes 10.200.3.1:500->10.200.1.1:500,ifindex=2..

0: IRKEvl exchange=Identity Protection id=sxxx/xxx len=108
0:DialUpUsers:16: responder: main mode get 3rd message.. .
0:DialUpUsers:16: prcbable pre-shared secrst mismatch
D:DialUpUsers:lG: unable to parse msg

What is causing the IPsec problem in the phase 1 ?

A. The incoming IPsec connection is matching the wrong VPN configuration
B. The phrase-1 mode must be changed to aggressive

C. The pre-shared key is wrong

D. NAT-T settings do not match

Correct Answer: C

QUESTION 3

View the exhibit, which contains a partial web filter profile configuration, and then answer the question below.
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Name edefablt
Comments DEfaUItwebf"te””g : s 224255
@ FortiGuard category based filter

Show, @Allow ¥

= %Y. Baridwidith Consuming
——& File Sharing and Storage

&3 Status URL Filter

Block invalid URLs [ @)

URL Filter [ @
) S o | [T %%, 0 D 7, 7‘
-|- Create, |4 s Edit i i m Delete
L, T P O |
URL Type Action Status
*dropbox.com Wildcard @ Block Enable
Web content filter " @)
- Create new b it Tl = Delefe
Pattern Type| Pattern Language Action Status
Wildcard *dropbox® - Western I3 Exempt Enable
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Which action will FortiGate take if a user attempts to access www.dropbox.com, which is categorized as File Sharing
and Storage?

A. FortiGate will exempt the connection based on the Web Content Filter configuration.

B. FortiGate will block the connection based on the URL Filter configuration.

C. FortiGate will allow the connection based on the FortiGuard category based filter configuration.
D. FortiGate will block the connection as an invalid URL.

Correct Answer: B

QUESTION 4

Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.)
A. Primary unit stops sending HA heartbeat keepalives.

B. The FortiGuard license for the primary unit is updated.

C. One of the monitored interfaces in the primary unit is disconnected.

D. A secondary unit is removed from the HA cluster.

Correct Answer:. AB

QUESTION 5

A corporate network allows Internet Access to FSSO users only. The FSSO user student does not have Internet access
after successfully logged into the Windows AD network. The output of the “diagnose debug authd fsso list\\' command
does not show student as an active FSSO user. Other FSSO users can access the Internet without problems. What
should the administrator check? (Choose two.)

A. The user student must not be listed in the CA\\'s ignore user list.

B. The user student must belong to one or more of the monitored user groups.

C. The student workstation\\'s IP subnet must be listed in the CA\'s trusted list.

D. At least one of the student\\'s user groups must be allowed by a FortiGate firewall policy.

Correct Answer: BD
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