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QUESTION 1

Examine the IPsec configuration shown in the exhibit; then answer the question below.

Name Remote
Comments Comments
Network
IP Version e [Pv4 o IPv6
Remote Gateway Static IP Address \V4
TPIAddress 10.0.10.1
Interface portl V
Mode Config
NAT Traversal Vv
Keepalive Frequency 10
Dead Peer Detection vV

An administrator wants to monitor the VPN by enabling the IKE real time debug using these commands: diagnose vpn
ike log-filter src-addr4 10.0.10.1

diagnose debug application ike -1

diagnose debug enable
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The VPN is currently up, there is no traffic crossing the tunnel and DPD packets are being interchanged between both
IPsec gateways. However, the IKE real time debug does NOT show any output. Why isn\\'t there any output?

A. The IKE real time shows the phases 1 and 2 negotiations only. It does not show any more output once the tunnel is
up.

B. The log-filter setting is set incorrectly. The VPN\\'s traffic does not match this filter.

C. The IKE real time debug shows the phase 1 negotiation only. For information after that, the administrator must use
the IPsec real time debug instead: diagnose debug application ipsec -1.

D. The IKE real time debug shows error messages only. If it does not provide any output, it indicates that the tunnel is
operating normally.

Correct Answer: A

QUESTION 2

The CLI command set intelligent-mode controls the IPS engine\\'s adaptive scanning behavior. Which of the following
statements describes IPS adaptive scanning?

A. Determines the optimal number of IPS engines required based on system load.

B. Downloads signatures on demand from FDS based on scanning requirements.

C. Determines when it is secure enough to stop scanning session traffic.

D. Choose a matching algorithm based on available memory and the type of inspection being performed.

Correct Answer: D

QUESTION 3

In which of the following states is a given session categorized as ephemeral? (Choose two.)
A. A TCP session waiting to complete the three-way handshake.

B. A TCP session waiting for FIN ACK.

C. A UDP session with packets sent and received.

D. A UDP session with only one packet received.

Correct Answer: BC

QUESTION 4
Which real time debug should an administrator enable to troubleshoot RADIUS authentication problems?

A. Diagnose debug application radius -1.
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B. Diagnose debug application fnbamd -1.
C. Diagnose authd console -log enable.
D. Diagnose radius console -log enable.

Correct Answer: A

QUESTION 5

An administrator is running the following sniffer in a FortiGate:
diagnose sniffer packet any "host 10.0.2.10" 2

What information is included in the output of the sniffer? (Choose two.)
A. Ethernet headers.

B. IP payload.

C. IP headers.

D. Port names.

Correct Answer: BC
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