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QUESTION 1

View the exhibit, which contains the output of a diagnose command, and then answer the question below.

# diagnose debug rating

Locale - english

License : Contract

Expiration : Thu Sep 28 17:00:00 20xx

-=- Server List (Thu Apr 19 10:41:32 20xx) -=-
IP Weight RTT Flags TZ Packets CurrlLost Total Lost
64.26.151.37 10 45 262432 846
64.26.151.35 10 46 329072 6806
66.117.56.37 10 75 71638 275
65.210.95.240 20 71 92
209.222.147.36 20 103
208.91.112.194 20 107
96.45.33.65 60 144
80.85.69.41 71 226
62.209.40.74 150 97
121.111.236.179 45 44
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Which statements are true regarding the output in the exhibit? (Choose two.)
A. FortiGate will probe 121.111.236.179 every fifteen minutes for a response.
B. Servers with the D flag are considered to be down.

C. Servers with a negative TZ value are experiencing a service outage.

D. FortiGate used 209.222.147.3 as the initial server to validate its contract.

Correct Answer: AD

QUESTION 2
Which statement about NGFW policy-based application filtering is true?

A. After the application has been identified, the kernel uses only the Layer 4 header to match the traffic.

B. The IPS security profile is the only security option you can apply to the security policy with the action set to ACCEPT.

C. After IPS identifies the application, it adds an entry to a dynamic ISDB table.
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D. FortiGate will drop all packets until the application can be identified.

Correct Answer: D

QUESTION 3

Refer to the exhibit, which contains the partial output of a diagnose command.

Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in vd 0

name=VPN ver=1 serial=1 10.200.5.1:0 -> 10.200.4.1:0
bound if=3 lgwy=statistic/l tun=intf/0 mode=auto/1 encap=none/0
proxyid num=1 child num=0 refernt=15 ilast-10 olast=792 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: mode—=on-demand on=1 idle=20000ms retry=3 count=0 se¢mo=0
natt: mode=none draft=0 interval=0 remote port=0
proxyid=VPN proto=0 sa=1 ref=2 serial=1 N
src: 0:10.1.2.0/255.255.255.0:0
dat: 0:10.1.1.0/255.255.255.0:0
S5A: ref=3 options=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=204B seqno=1

esn=replaywin lastseq=00000000
life: type=01 bytes=0/0 timeout=43177/43200
dec: spi=ccclf6bd esp—aes key=16 280ebcdbf9baccbbhacT71hbb6cd64ffhd
ah=shal key=20 c68091d68753578785de6a7abb276b506e527

Based on the output, which two statements are correct? (Choose two.)
A. Anti-replay is enabled.

B. DPD is disabled.

C. Remote gateway IP is 10.200.4.1.

D. Quick mode selectors are disabled.

Correct Answer: AC

QUESTION 4

Which two configuration settings change the behavior for content-inspected traffic while FortiGate is in conserve mode?
(Choose two.)

A. IPS failopen
B. mem failopen
C. AV failopen
D. UTM failopen

Correct Answer: AC
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QUESTION 5

Refer to the exhibit, which shows a FortiGate configuration.

config system fortiguard

protocol udp

Dﬂl"t oogo

et load-balance-servers 1
auto-join-forticloud enable
ot update-server-location any
sandbox-region

et fortiguard-anycast disable
et antispam-force-off disable
g et antispam-cache enable

set antispam-cache-itl 1800

set antispam-cache-mpercent 2
set antispam-timeout 7

set webfilter-force-off enable
set webfilter-cache enable

set webfilter-cache-tl 3600

set webfilter-timzout 15

set sdns-server-ip “208.91.112.220"
set sdns-server-port 53

unset sdns-opfi ons

set source-ip 0

set source-ip6

set proxy-server-ip 0.0.0.0

set proxy- qewr:r-pﬂrt 0

set proxy-username

set ddns-server-ip 0.0.0.0

set ddns-server-port 443
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An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile
and applied it to a policy; however, the web filter is not inspecting any traffic that is passing through the policy.

What must the administrator change to fix the issue?
A. The administrator must increase webfilter-timeout.
B. The administrator must disable webfilter-force-off.
C. The administrator must change protocol to TCP.

D. The administrator must enable fortiguard-anycast.
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Correct Answer: D

Reference: https://docs.fortinet.com/document/fortigate/6.4.5/cli-reference/109620/config- systemfortiguard
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