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QUESTION 1

Which statement about NGFW policy-based application filtering is true?

A. After the application has been identified, the kernel uses only the Layer 4 header to match the traffic.

B. The IPS security profile is the only security option you can apply to the security policy with the action set to ACCEPT.
C. After IPS identifies the application, it adds an entry to a dynamic ISDB table.

D. FortiGate will drop all packets until the application can be identified.

Correct Answer: D

QUESTION 2

Examine the IPsec configuration shown in the exhibit; then answer the question below.
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Name Ligmote
Comments
Comments
IP Version @ IPv4d O IPVE
Remote Gateway sExtie TP Addvess N
IP Address 10.0.10.1

porll v

Mode Config

HAT Traversal j d

Eeepalive Freguency 10

Dead Peer Detection \/

An administrator wants to monitor the VPN by enabling the IKE real time debug using these commands: diagnose vpn
ike log-filter src-addr4 10.0.10.1 diagnose debug application ike -1 diagnose debug enable The VPN is currently up,
there is no traffic crossing the tunnel and DPD packets are being interchanged

between both IPsec gateways. However, the IKE real time debug does NOT show any output. Why isn\\'t there any
output?

A. The IKE real time shows the phases 1 and 2 negotiations only. It does not show any more output once the tunnel is
up.

B. The log-filter setting is set incorrectly. The VPN\\'s traffic does not match this filter.
C. The IKE real time debug shows the phase 1 negotiation only. For information after that, the
administrator must use the IPsec real time debug instead: diagnose debug application ipsec -1.

D. The IKE real time debug shows error messages only. If it does not provide any output, it indicates that the tunnel is
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operating normally.

Correct Answer: B

QUESTION 3

Examine the output of the “get router info ospf interface\\' command shown in the exhibit; then answer the question
below.

# get router info ospf interface port4d
portd is up, line protocol is up

Internet Address 172.20.121.236/24, Area 0.0.0.0, MTO 1500

Process ID 0, Router ID 0.0.0.4, Network Type BROADCAST, Cost: 1

Transmit Delay is 1 sec, State DROther, Priority 1

Designated Router (ID) 172.20.140.2, Interface Address 172.20.121.2
Backup Designated Router (ID) 0.0.0.1, Interface Rddress
172.20.121.239
Timer intervals configured, Helleo 10.000, Dead 40, Wait 40, Retransmit
5

Hello dus in 00:00:05

Neighbor Count is 4, Adjacent neighbor count is 2

Crypt Seguence Number is 411

Hello received 106, sent 27, DD received 7 sent %

LS-Req received 2 sent 2, LS-Upd received 7 sent 5

LS-Ack racelived £ sent 3, Discarded 1
Which statements are true regarding the above output? (Choose two.)
A. The port4 interface is connected to the OSPF backbone area.
B. The local FortiGate has been elected as the OSPF backup designated router.
C. There are at least 5 OSPF routers connected to the port4 network.
D. Two OSPF routers are down in the port4 network.

Correct Answer: AC

on BROADCAST network there are 4 neighbors, among which 1*DR +1*BDR. So our FG has 4 neighbors, but create
adjacency only with 2 (with DR and BDR). 2 neighbors DRother (not down).

QUESTION 4

View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.
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Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in vd 0
name=VPN ver=1 serial=1l 10.200.5.1:0->10.200.4.1:0
bound if=3 lgwy=static/l tun=intf/0 mode=auto/l encap=none/0
proxyid num=1 child num=0 refcnt=15 1last=10 olast=792 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: mode=on-demand on=1 idle=20000 ms retry=3 count=0 segno=0
natt: mode=none draft=0 interval=0 remote port=0
proxyid=VPN proto=0 sa=1 ref=2 serial=1l
src: 0:10.1.2.0/255.255.0:0
dst: 0:10.1.1.0/255.255.255.0:0
SA: ref=3 options=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=2048 seqno=1 esn=0
replaywin lastsegq=00000000
life: type=01 bytes=0/0 timeout=43177/43200
dec: spi=ccclfé6d esp—aes key=16 280ebcdé6fSbacc65ac771556c464ffbd
ah=shal key=20 c68091d68753578785de6a7abb276b506c527efe
enc: spi=dfl4200b esp=aes key=16 b02a7e9f5542b6%aff6aa391738ee393
ah=shal key20 889f7529887c215c25950be2ba83e6felab367be
dec:pkts/bytes=0/0, enc:pkts/bytes=0/0

Based on the output, which of the following statements is correct?
A. Anti-reply is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.

D. Remote gateway IP is 10.200.5.1.

Correct Answer: A

QUESTION 5
View the exhibit, which contains a session entry, and then answer the question below.

session info: proto=l proto state=00 duration=1 expire=59 timeout=0 flags=00000000

sockf1l 00000000 sockport=0 av idx=0 use=3

origin aper=

reply-shaper=

per ip shaper=

ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=log may dirty none

statistic (bytes/packets/allow err): org=168/2/1 reply=168/2/1 tuples=2

tx speed(Bps/kbps): 97/0 rx speed(Bps/kbps): 97/0

yin—->sink: org pre->post, reply pre->g dev=9->3/3->9 gwy=10.200.1.254/10.1.0.1

=post dir=org act=snat 10.1.10.10:40602->10.200.5.1:8(10.200.1.254/10.1.0.1
=pre dir=reply act=dnat 10.200.5.1:60430->10.200.1.1:0(10.1.10.10:40602)

misc=0 policy id=1 auth info=0 chk client info=0 wvd=0
serial=0002a5c9 tos=ff/ff app list=0 app=0 url cat=0
dd type=0 dd mode=0
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Which statement is correct regarding this session?

A. Itis an ICMP session from 10.1.10.10 to 10.200.1.1.

B. It is an ICMP session from 10.1.10.10 to 10.200.5.1.

C. Itis a TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1.
D. Itis a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1.

Correct Answer: B
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