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QUESTION 1

The CLI command set intelligent-mode controls the IPS engine\\'s adaptive scanning behavior. Which of the following
statements describes IPS adaptive scanning? 

A. Determines the optimal number of IPS engines required based on system load. 

B. Downloads signatures on demand from FDS based on scanning requirements. 

C. Determines when it is secure enough to stop scanning session traffic. 

D. Choose a matching algorithm based on available memory and the type of inspection being performed. 

Correct Answer: C 

Configuring IPS intelligence Starting with FortiOS 5.2, intelligent-mode is a new adaptive detection method. This
command is enabled the default and it means that the IPS engine will perform adaptive scanning so that, for some
traffic, the FortiGate can quickly finish scanning and offload the traffic to NPU or kernel. It is a balanced method which
could cover all known exploits. When disabled, the IPS engine scans every single byte. config ips global set intelligent-
mode {enable|disable} end 

 

QUESTION 2

View the exhibit, which contains the output of diagnose sys session stat, and then answer the question below. 
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Which statements are correct regarding the output shown? (Choose two.) 

A. There are 0 ephemeral sessions. 

B. All the sessions in the session table are TCP sessions. 

C. No sessions have been deleted because of memory pages exhaustion. 

D. There are 166 TCP sessions waiting to complete the three-way handshake. 

Correct Answer: AC 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD40578 

 

QUESTION 3

Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.) 
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A. Preview pending configuration changes for managed devices. 

B. Add devices to FortiManager. 

C. Import policy packages from managed devices. 

D. Install configuration changes to managed devices. 

E. Import interface mappings from managed devices. 

Correct Answer: AD 

https://help.fortinet.com/fmgr/50hlp/56/5-6-2/FortiManager_Admin_Guide/1000_Device%
20Manager/1200_install_to%20devices/0400_Install% 20wizard-device%20settings.htm There are 4 main wizards: Add
Device: is used to add devices to central management and import their configurations. Install: is used to install
configuration changes from Device Manager or Policies and Objects to the managed devices. It allows you to preview
the changes and, if the administrator doesn\\'t agree with the changes, cancel and modify them. Import policy: is used to
import interface mapping, policy database, and objects associated with the managed devices into a policy package
under the Policy and Object tab. It runs with the Add Device wizard by default and may be run at any time from the
managed device list. Re-install policy: is used to perform a quick install of the policy package. It doesn\\'t give the ability
to preview the changes that will be installed to the managed device. 

 

QUESTION 4

Which configuration can be used to reduce the number of BGP sessions in an IBGP network? 

A. Neighbor range 

B. Route reflector 

C. Next-hop-self 

D. Neighbor group 

Correct Answer: B 

Route reflectors help to reduce the number of IBGP sessions inside an AS. A route reflector forwards the routers
learned from one peer to the other peers. If you configure route reflectors, you dont\\' need to create a full mesh IBGP
network. All clients in a cluster only talck to route reflector to get sync routing updates. Route reflectors pass the routing
updates to other route reflectors and border routers within the AS. 

 

QUESTION 5

View the exhibit, which contains the output of a diagnose command, and the answer the question below. 
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Which statements are true regarding the Weight value? 

A. Its initial value is calculated based on the round trip delay (RTT). 

B. Its initial value is statically set to 10. 

C. Its value is incremented with each packet lost. 

D. It determines which FortiGuard server is used for license validation. 

Correct Answer: C 
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