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QUESTION 1

Examine the partial output from the IKE real time debug shown in the exhibit; then answer the question
below.

Why didn\\'t the tunnel come up?

A. IKE mode configuration is not enabled in the remote IPsec gateway.

B. The remote gateway\\'s Phase-2 configuration does not match the local gateway\\'s phase-2 configuration.
C. The remote gateway\\'s Phase-1 configuration does not match the local gateway\\'s phase-1 configuration.
D. One IPsec gateway is using main mode, while the other IPsec gateway is using aggressive mode.

Correct Answer: C

QUESTION 2

What is the diagnose test application ipsmonitor 99 command used for?
A. To enable IPS bypass mode

B. To provide information regarding IPS sessions

C. To disable the IPS engine

D. To restart all IPS engines and monitors

Correct Answer: D

QUESTION 3

View the exhibit, which contains the output of a debug command, and then answer the question below.

re ayainfo conserve

ELWE IOAdE: on

]
H Hh

o
HI

le threzshold extrems=:
d
wemory used threzhold green:

o o
HI HI

Which one of the following statements about this FortiGate is correct?
A. Itis currently in system conserve mode because of high CPU usage.

B. It is currently in extreme conserve mode because of high memory usage.
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C. Itis currently in proxy conserve mode because of high memory usage.
D. Itis currently in memory conserve mode because of high memory usage.

Correct Answer: D

QUESTION 4

An administrator cannot connect to the GIU of a FortiGate unit with the IP address 10.0.1.254. The administrator runs
the debug flow while attempting the connection using HTTP. The output of the debug flow is shown in the exhibit:

Based on the error displayed by the debug flow, which are valid reasons for this problem? (Choose two.)
A. HTTP administrative access is disabled in the FortiGate interface with the IP address 10.0.1.254.

B. Redirection of HTTP to HTTPS administrative access is disabled.

C. HTTP administrative access is configured with a port number different than 80.

D. The packet is denied because of reverse path forwarding check.

Correct Answer: AC

QUESTION 5

Refer to the exhibit, which contains the partial output of a diagnose command.
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Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in vd 0

name=VPN ver=1 serial=1 10.200.5.1:0 -> 10.200.4.1:0
bound if=3 lgwy=statistiec/l1 tun=intf/0 mode—auto/1 encap—none/0
proxyid num=1 child num=0 refernt=15 ilast-10 olast=792 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: mode=on-demand on=1 idle=20000ms retry=3 count=0 se¢mo=0
natt: mode=none draft=0 interval=0 remote port=0
proxyid=VPN proto=0 sa=1 ref=2 serial=1 B
src: 0:10.1.2.0/255.255.255.0:0
dat: 0:10.1.1.0/255.255.255.0:0
SA: ref=3 options=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=204B seq¢no=1

esn=replaywin lastseq=00000000
life: type=01 bytes=0/0 timeout=43177/43200
dec: spi=ccclf6bd esp—aes key=16 280e5cd6fIbacctbac771556c464ffbd
ah=shal key=20 c68091d68753578785hde6a7abb276b506e527

Based on the output, which two statements are correct? (Choose two.)
A. Anti-replay is enabled.

B. DPD is disabled.

C. Remote gateway IP is 10.200.4.1.

D. Quick mode selectors are disabled.

Correct Answer: AC
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