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QUESTION 1

A FortiGate is configured as an explicit web proxy. Clients using this web proxy are reposting DNS errors when
accessing any website. The administrator executes the following debug commands and observes that the n-dns-timeout
counter is increasing: 

What should the administrator check to fix the problem? 

A. The connectivity between the FortiGate unit and the DNS server. 

B. The connectivity between the client workstations and the DNS server. 

C. That DNS traffic from client workstations is allowed by the explicit web proxy policies. 

D. That DNS service is enabled in the explicit web proxy interface. 

Correct Answer: A 

 

QUESTION 2

View the exhibit, which contains a partial web filter profile configuration, and then answer the question 

below. 

Which action will FortiGate take if a user attempts to access www.dropbox.com, which is categorized as 

File Sharing and Storage? 

A. FortiGate will exempt the connection based on the Web Content Filter configuration. 

B. FortiGate will block the connection based on the URL Filter configuration. 

C. FortiGate will allow the connection based on the FortiGuard category based filter configuration. 

D. FortiGate will block the connection as an invalid URL. 

Correct Answer: B 
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QUESTION 3

When does a RADIUS server send an Access-Challenge packet? 

A. The server does not have the user credentials yet. 

B. The server requires more information from the user, such as the token code for two-factor authentication. 

C. The user credentials are wrong. 

D. The user account is not found in the server. 

Correct Answer: B 

 

QUESTION 4

When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filter web requests
when the client browser does not provide the server name indication (SNI) extension? 

A. FortiGate uses the requested URL from the user\\'s web browser. 

B. FortiGate uses the CN information from the Subject field in the server certificate. 

C. FortiGate blocks the request without any further inspection. 

D. FortiGate switches to the full SSL inspection method to decrypt the data. 

Correct Answer: B 

 

QUESTION 5

What is the purpose of an internal segmentation firewall (ISFW)? 

A. It inspects incoming traffic to protect services in the corporate DMZ. 

B. It is the first line of defense at the network perimeter. 

C. It splits the network into multiple security segments to minimize the impact of breaches. 

D. It is an all-in-one security appliance that is placed at remote sites to extend the enterprise network. 

Correct Answer: C 

ISFW splits your network into multiple security segments. They serve as a breach containers from attacks that come
from inside. 
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