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QUESTION 1

An administrator has decreased all the TCP session timers to optimize the FortiGate memory usage. However, after the
changes, one network application started to have problems. During the troubleshooting, the administrator noticed that
the FortiGate deletes the sessions after the clients send the SYN packets, and before the arrival of the SYN/ACKs.
When the SYN/ACK packets arrive to the FortiGate, the unit has already deleted the respective sessions. Which TCP
session timer must be increased to fix this problem? 

A. TCP half open. 

B. TCP half close. 

C. TCP time wait. 

D. TCP session time to live. 

Correct Answer: A 

http://docslegacy.fortinet.com/fos40hlp/43prev/wwhelp/wwhimpl/common/html/wwhelp.htm?context=fgtandfil
e=CLI_get_Commands.58.25.html The tcp-halfopen-timer controls for how long, after a SYN packet, a session without
SYN/ACK remains in the table. The tcp-halfclose-timer controls for how long, after a FIN packet, a session without
FIN/ACK remains in the table. The tcp-timewait-timer controls for how long, after a FIN/ACK packet, a session remains
in the table. A closed session remains in the session table for a few seconds more to allow any out-of- sequence
packet. 

 

QUESTION 2

A FortiGate has two default routes: All Internet traffic is currently using port1. The exhibit shows partial information for
one sample session of Internet traffic from an internal user: 
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What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were
changed from 5 to 20? 

A. Session would remain in the session table and its traffic would keep using port1 as the outgoing interface. 

B. Session would remain in the session table and its traffic would start using port2 as the outgoing interface. 

C. Session would be deleted, so the client would need to start a new session. 

D. Session would remain in the session table and its traffic would be shared between port1 and port2. 

Correct Answer: A 

 

QUESTION 3

Examine the partial output from two web filter debug commands; then answer the question below: Based on the above
outputs, which is the FortiGuard web filter category for the web site www.fgt99.com? 
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A. Finance and banking 

B. General organization. 

C. Business. 

D. Information technology. 

Correct Answer: C 

 

QUESTION 4

A FortiGate device has the following LDAP configuration: 

The LDAP user student cannot authenticate. The exhibit shows the output of the authentication real time debug while
testing the student account: 
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Based on the above output, what FortiGate LDAP settings must the administer check? (Choose two.) 

A. cnid. 

B. username. 

C. password. 

D. dn. 

Correct Answer: BC 

https://kb.fortinet.com/kb/viewContent.do?externalId=13141 

 

QUESTION 5

Refer to the exhibit, which contains a TCL script configuration on FortiManager. 
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An administrator has configured the TCL script on FortiManager, but failed to apply any changes to the 

managed device after being executed. 

Why did the TCL script fail to make any changes to the managed device? 

A. Changes in an interface configuration can only be done by CLI script. 

B. The TCL script must start with #include . 

C. Incomplete commands are ignored in TCL scripts. 

D. The TCL command run_cmd has not been created. 

Correct Answer: D 
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