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QUESTION 1

An administrator has decreased all the TCP session timers to optimize the FortiGate memory usage. However, after the
changes, one network application started to have problems. During the troubleshooting, the administrator noticed that
the FortiGate deletes the sessions after the clients send the SYN packets, and before the arrival of the SYN/ACKs.
When the SYN/ACK packets arrive to the FortiGate, the unit has already deleted the respective sessions. Which TCP
session timer must be increased to fix this problem?

A. TCP half open.

B. TCP half close.

C. TCP time wait.

D. TCP session time to live.

Correct Answer: A
http://docslegacy.fortinet.com/fos40hlp/43previwwhelp/wwhimpl/common/html/wwhelp.htm?context=fgtandfil
e=CLI|_get_Commands.58.25.html The tcp-halfopen-timer controls for how long, after a SYN packet, a session without
SYN/ACK remains in the table. The tcp-halfclose-timer controls for how long, after a FIN packet, a session without
FIN/ACK remains in the table. The tcp-timewait-timer controls for how long, after a FIN/ACK packet, a session remains

in the table. A closed session remains in the session table for a few seconds more to allow any out-of- sequence
packet.

QUESTION 2
A FortiGate has two default routes: All Internet traffic is currently using portl. The exhibit shows partial information for

one sample session of Internet traffic from an internal user:

config router static

edit 1

=

set gateway 10.200.1.25
set priority 5
set device “portl”

next

edit?Z
set gateway 10.200.2.254
set priority 10
set device “portz”

next

end
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§ diagnese sys sessicn liat

S8esgicn info: prote=€ proteo state=0l duration =17 expire=T timeout=3600
flags= 00000000 sockflag=00000000 sockport=0 av idx=0 use=3

ha_ad=0 policy_dir=0 tuanel=/

state=may_dirty none app ntf

statistic (bytes/packets/allow err): org=573/7/1 reply=23367/19/1 tuples=2
origin—>sink: org pre—>post, reply pre~—rpost dev=4->2/2-34
gwy=10.200.1.254/10.0.1.10

hook=post dir—org act=snat 10.0.1.10:645%07-
»54.239.1568.170:80(10.200.1.1:64507)

hook=pre dir=reply act=dnat 54.239.138.170:80-
»10.200.1.1:64507(10.0.1.10:645907)

pos/ (befoze, after) O/ (0,0}, 0/{0,0)

mi=zc=0 policy_ id=1 auth_info=0 chk_client_info=0 wd=0

2ex2al=00000254 to==f££/ff ips_view=0 app_lis=st=0 app=0

dd_type=0 dd mode=0

What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were
changed from 5 to 20?

A. Session would remain in the session table and its traffic would keep using portl as the outgoing interface.
B. Session would remain in the session table and its traffic would start using port2 as the outgoing interface.
C. Session would be deleted, so the client would need to start a new session.

D. Session would remain in the session table and its traffic would be shared between portl and port2.

Correct Answer: A

QUESTION 3

Examine the partial output from two web filter debug commands; then answer the question below: Based on the above
outputs, which is the FortiGuard web filter category for the web site www.fgt99.com?
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# diagnose test application urlfilter 3
Domain | IFE DB Ver T URL
34000000| 34000000 16.40224 P Bhttp://www.fgt89.com/
# get webfilter categories
g07 General _nterest — Business:

34 Finance and Banking

37 Search Engines and Portals

43 General Organizations

49 Business

50 Information and Computer Security
Gowvernnent and ILegal Organizations
Information Technology

A. Finance and banking
B. General organization.
C. Business.

D. Information technology.

Correct Answer: C

QUESTION 4

A FortiGate device has the following LDAP configuration:

config user ldap
edit “WindowsLDAPB”
set server ™10.0.1.10"
set cnid “ecn”
set dn “cn=user, dc=trainingAD, dc=training, dc=lab”
set Type regular
set username “cn=administrator, cn=users, dc=trainingaD,
de=training, dc=lab”
set password XXXxX
next
end

The LDAP user student cannot authenticate. The exhibit shows the output of the authentication real time debug while
testing the student account:
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#diagnose debug application fnbamd -1

#diagnose debug enzble

Zdiagnose test authserver ldap WindowsLDAP student password
fnbamd_fsm.c[1819] handle_req-Recvd auth req 4 for student in WindowsLDAP
opt=27 prot=0

fnbamd_fsm.c[336] compose group_list_from_req_Group ‘“WincowsLDAP’
fnbamd_pop3.¢[573] fnband pop3 start-student

fnbamd_cfg.c[932] fnbamd cfg-get ldap_:ist_by_server-Loading LDAP server
*WindowsLDAP”

fnbamd_ldap.c[992] resolve_ldap_FQDN-Resolved address 10.0.1.10. result 10.0.1.10
fnbamd_fsm.c[428] create  auth_session-Total 1 server (s) to try
fnbamd_ldap.c[1700] fnbamd_ldap_get_result-Error in ldap result: 49

(Invalid credentials)

tnbamd_ldap.c[2028] fmbamd _ldap _get result-Auth denied

fnbamd_auth.c[2188] fnbamd_auth_poll_ldap-Result for ldap svr 10.0.1.10 15 denied
fnbamd_comm.c[169] fmbamd_comm_send_result-Sending result | for req 4

tnbamd_fsm.c[568] destroy_auth_session-delete sezsion 4
authenticate ‘student’ against *WindowsLDAP’ failed!
Based on the above output, what FortiGate LDAP settings must the administer check? (Choose two.)
A. cnid.
B. username.
C. password.
D. dn.
Correct Answer: BC

https://kb.fortinet.com/kb/viewContent.do?externalld=13141

QUESTION 5

Refer to the exhibit, which contains a TCL script configuration on FortiManager.
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Type TCL Script -
Run script on Remote FortnGate ... -
Script details #!

proc do_cmd femd] [
puts [exec "Scmdi\n™ "# " 10]

]

run_cmd "config system interface

run_cmd "edit port1™®

run_cmd "set ip 10.0.1.10 255.255.255.07
run_cmd "next”

run_cmd "end

An administrator has configured the TCL script on FortiManager, but failed to apply any changes to the
managed device after being executed.

Why did the TCL script fail to make any changes to the managed device?

A. Changes in an interface configuration can only be done by CLI script.

B. The TCL script must start with #include .

C. Incomplete commands are ignored in TCL scripts.

D. The TCL command run_cmd has not been created.

Correct Answer: D
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